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Abstract

The goal of this work is to develop a domain-specific language (DSL) to represent security
protocols and the properties that they should uphold in the Dolev-Yao formal model, and
then translate the language into a formal specification that can be animated, visualized
and model checked with the PROB toolchain. Security protocols, which are communication
protocols involving cryptographic primitives, are ubiquitous in today’s world and due to
the architecture of today’s traffic a security flaw in a simple protocol deep down in the
network stack may have far-reaching consequences. Even established protocols like the
Needham-Schroeder protocol from 1978 can have security problems, as shown by Gavin
Lowe in 1995, 17 years later, with model checking.

This work presents the Dolev-Yao formal model for security protocols and the security
properties that can be verified with it. Upon this formal model a concrete DSL using lisb is
built, so that — starting from a single representation — multiple different formal specifications
can be generated, for example classical B, Event-B and Prolog via XTL. It is demonstrated
how the PROB toolchain can be used to process those generated specifications and how
the PROB toolchain was improved to make all of this feasible. Then some implemented
techniques are explained that allow exploring the whole state-space and improve the
performance of model checking. Finally, a case study and benchmarks are performed to
compare the different output formats to each other and to existing protocol verification tools,
and to show that explicit state model checking is a feasible technique for the automatic
verification of security protocols, with some caveats.
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1 Introduction

In today’s world, communication between digital devices in distributed systems or on the
internet is essential to their function. Safety-critical and private information is transferred
via insecure channels to establish communications, deposit money or control machinery.
But what makes any network insecure is the possible presence of an adversary or intruder
that listens to or even modifies the network traffic. Therefore, strategies must be developed
to safeguard all important data and to maintain the intended functionality of all connected
devices.

Communication protocols govern how the participating agents talk to each other - who
sends what messages and when. They are called security protocols (or alternatively crypto-
graphic protocols) when they involve cryptographic operations like encryption or hashing.
Description and specification of communication protocols used in real networks differs based
on the assumed abstraction level and the required capabilities of the underlying transport
protocols, for example the TCP/IP stack used by the modern Internet [For89).

In this work, security protocols operate on the basis of messages being transmitted from
a sender to a receiver. Normally, it is assumed that the underlying network guarantees
that they will not get lost in transit, unless an adversary wills it, or switch their ordering.
It is not required to manually add low-level sender or receiver address information. The
protocol contains a sequential list of instructions to build, send and receive messages
using cryptographic primitives like encryption, signing and hashing. Correctly designed
security protocols will safely transfer secrets and ensure the identity of all parties, but this
correctness is not self-evident. So we need techniques to validate whether a given protocol
fulfills its declared properties.

Examples of commonly used protocols are SSL/TLS [Resl8|, which is used for most
encrypted internet traffic in the form of HTTPS, SSH [Y1006]|, which is used for remote
login and control in the Unix world, IKEv2 [Kau+14]|, which is used to secure VPN traffic
as part of IPsec, and Kerberos [Neu+05], which is used for authentication in Windows.

The goal of this work is to automatically verify the correctness of security protocols using
the PROB toolchain and the B method. The rest of this thesis is structured as follows:
first we will take a look at other tools for the automatic verification of security protocols to
differentiate this work, then the background and the formal Dolev-Yao model for security
protocols will be presented, then a domain-specific language will be developed based on
the formal model, after that a tool will be presented to translate that language to different
formalisms supported by the PROB toolchain, namely B, Event-B and XTL machines, and
finally the generated machines will be evaluated by comparing them to each other and to
existing tools.
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2 Related work

Before defining the formal Dolev-Yao model, we look at existing tools which allow automatic
verification of security protocols.

ProVerif ProVerif [Bla0l] is a command-line tool that allows for the verification of
security protocols with a Dolev-Yao adversary, given a representation in Pi calculus or
rewrite rules. Internally it translates the protocol to Horn clauses, which are also used by
Prolog. The tool can deal with unbounded sessions and supports symmetric and asymmetric
encryption, hashing and Diffie-Hellman key agreements. The checkable properties include
secrecy, authentication and equivalence properties. It can only provide these features
because it is making some approximations which may lead to wrong traces of counter-
examples being produced, but if it claims that a protocol fulfills a property, this property is
indeed a true statement. Additionally, there is no way to animate a protocol or to step
through a trace, one run of the tool will provide console output or a bare HTML page which
includes possible counter-examples. Both input languages require some boilerplate before
actually implementing the protocol and the properties have to be formulated manually.
Furthermore, the protocol description language is hard to write and understand because it
has little in common with the formal Dolev-Yao model.

Scyther Scyther [Cre08] is another tool for the automatic verification of security protocols
with a Dolev-Yao adversary. The input language is intuitive and follows the formal model
closely because it uses a free term algebra to model messages and the different processes
are modeled independently of each other. This limits the boilerplate in comparison to
ProVerif. The built-in properties that can be checked are secrecy and authentication. But
additionally there is the possibility to categorize the protocol, yielding a finite representation
of possible behaviors. Scyther comes as a graphical user interface which allows editing
the protocol description and running the verifications directly and showing the results and
possible counter-examples. There seems to be no way to initiate a verification from the
command-line and the editor lacks features like syntax highlighting. And although the
graphical visualizations are very clear and structured, it is not possible to step through a
trace or to manually set up a protocol run.

Tamarin Tamarin [Mei+13] is the successor of Scyther, being more powerful and more
similar to a full mathematical prover. It has a command-line interface and an interactive
graphical interface locally accessible via a web browser. To model a protocol, Tamarin uses
multiset rewriting rules, and the implementation of a protocol requires a lot of boilerplate
again, and all protocol properties have to be manually specified using first-order logic.
Tamarin uses symbolic proofs and thus can deal with unbounded process counts. After
verifying a property it will output a proof if possible, or a counter-example if one was found,
but because of the abstract nature of the protocol specification is difficult to mentally



map them to concrete traces. Although the graphical interface allows interactive proving,
there is no way to step through a trace or to manually set up a concrete protocol run.
Furthermore, the protocol description language is hard to write and understand because it
has little in common with the formal Dolev-Yao model. Messages are not sent and received,
but instead facts are defined and queried that represent those concepts.

AVISPA The AVISPA [Vig06] project is a whole toolchain for the automatic validation
of security protocols. It specifies an input language called HLPSL and provides multiple
backends for checking. There is also the third-party animator interface SPAN [Glo+06].
The input language HLPSL is a verbose variant of the Dolev-Yao formal model, where each
role has to be described in its own block with the local state modeled explicitly. Shared data
and the adversary knowledge is modeled by the implicit environment role. Properties are
built-in and are listed in a separate block. AVISPA provides an intermediate representation,
which is produced by the front-end and then passed to multiple backends which use different
techniques for verification. The different backends include a SAT translation and a model
checker.

Notably, none of these use explicit state model checking and the options for visualizing
attacks and protocol execution are poor. That is the gap we are trying to fill with this
work. The goal is to develop a protocol description language based on the Dolev-Yao formal
model, that is as easy to use as Scyther’s, can be used as an input for multiple backends like
AVISPA, but has more support for graphical visualization and manual protocol execution
than comparable tools. Using PROB and the B method allows us to easily support multiple
different formalisms and model checkers. Instead of reinventing the wheel and developing a
new language for security protocols with a parser and analysis pipeline, we make use of lisb
to develop a simple domain-specific language based on Clojure syntax.



4 3 BACKGROUND

3 Background

3.1 The B method

The B method [Abr96] is a formal method to specify and verify software components using
the B language which uses set theory and first-order logic to describe those components as
a state-based transition system. This language is called classical B, to differentiate it from
the later developed Event-B [Abr10].

The B method has been successfully applied in the industry, especially in the railway
sector [But+20]. An example of this is the driverless Paris metro line 14, for which all safety-
critical components have been designed and validated with the B method. Additionally,
the B method can be used for data validation [But+20; HSL16]. In this use case, data
is loaded into a B machine and then checked for correctness with a number of predicates.
It can also be used to model security and communication protocols, as demonstrated by
Abrial [Abr96] and by Benaissa & Méry [BM10]. But those models were manually designed,
in this work we want to focus on automatic verification instead.

3.2 Classical B and Event-B

Both classical B and Event-B are designed similarly. They are mathematical languages
that are strongly typed, each identifier must have a type assigned to it by a predicate. A
modeled component is called a machine, and it has a set of variables describing its state
and a set of state-independent constants. The values of constants are constrained by a
predicate called property or axiom in classical B and Event-B respectively. State variables
are constrained using the invariant, which is a predicate that must be true in all reachable
states, else there is an error. State transitions can be accomplished using operations or
events respectively. They are defined with a variable amount of parameters and a guard
which specifies when the transition can be executed and possible values for the parameters,
and finally a substitution, which are instructions for changing the current state, for example
by assigning a new value to a variable. A more in-depth look into the differences of both
formalisms was done by Leuschel [Leu21|. In both variants, classical B and Event-B, one can
describe systems and components, use refinement to transform an abstract representation
to a more concrete representation that can be used to generate an executable program,
apply model checking techniques and formulate rigorous mathematical proofs about system
properties. An example of a classical B machine can be seen in Listing 1.

For working with Event-B there exists RODIN [Abr+06], an integrated development en-
vironment for the Event-B language and its proofs. It is based on the Eclipse platform
and can be extended with plugins. Proofs are a central part of the RODIN workflow and
the correct by construction mantra. RODIN generates a lot of proof obligations that need
to pass for the model to count as correct. For example the invariant preservation proof
obligation, which is generated for every invariant and every event. It needs to prove that
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Listing 1: A classical B machine modeling a counter

MACHINE Counter
VARIABLES x
INVARIANT x : NATURAL

INITIALISATION x := 0
OPERATIONS
inc = x := x+1;
inc_by(d) = SELECT d : 1..3 THEN
x := x+d
END;
dec = SELECT x > 0 THEN
x := x-1
END
END

the invariant is true after executing an event, given that the invariant was true before. This
is needed to prove via induction that the invariant is true in every reachable state.

3.3 ProB

ProB [LB03; LB08] is an animator, constraint solver and model checker for the B method,
that is written in SICStus Prolog [CM11]. It can process classical B, Event-B, XTL [LMO00]
specifications written in Prolog and TLAT [Lam99] modules, another formal specification
language.

PROB extends the B language with additional ways to create new algebraic datatypes, which
are records and freetypes. Records are similar to structs from other programming languages
and work like named tuples, each component has a name and a type. In a type theoretic
way they are equivalent to tuples, as they are just ordered list of types, and are an example
of product types. Freetypes are an advanced feature which are derived from Z [PL07], an
earlier notation for formal specifications originally developed by Abrial [Abr74; ISO02],
which is where the name free type comes from, and the Event-B theory plugin [BM13],
which allows the definition of such data types. They constitute sum types and are similar
to tagged unions or variants in other languages: a value of a freetype can take one of a
finite set of cases and may include some payload data specific to that case.

PRrROB itself provides two user interfaces and a command-line interface for writing B
models and for interacting with them. The older and simpler editor is called the PROB
Tcl/Tk interface, and the newer editor written in Java [Gos+25] on top of the PROB
Java API [Kor+20] is called PROB2-UI [Ben+21]. Both of these editors are optimized for
animation and model checking, as opposed to the RODIN editor, which is more focused on
proofs, but PROB provides a plugin to implement these features into RODIN.
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Animation allows the user to manually verify the model’s behavior by repeatedly selecting
an outgoing transition from a list of possible transitions, while observing the current state
of the model, and thus exploring the state-space. The PROB toolchain also supports
visualizations, which is the displaying of the current state or the path to the current state
as a graphical image.

3.4 TLAT

TLA™T [Lam99], short for Temporal Logic of Actions, is one of the formalisms supported by
PROB. It is a formal specification language designed by Leslie Lamport and not part of
the B method, even though it is quite similar. With the B method it shares the notion
of a state with variables and static constants, transitions that change the state, and the
semantic which is based on sets and first-order logic. An example of a TLA™ specification
can be seen in Listing 2.

TLA™ has its own model checker called TLC [YML99] that is implemented in Java. Thus,
a translation between TLAT and classical B is feasible, and was implemented by Hansen
first from TLA™ to classical B [HL12] and then from classical B to TLAT [HL14|, making
model checking B specifications with TLC and model checking TLA™ modules with PROB
possible. The TLC model checker exhibits better performance for certain setups than the
native PROB model checker, so it will be used as an additional option where possible.

Listing 2: A TLAT module modeling a counter

—————————————————————— MODULE Counter --------—-—-——-——-——-——-—————-——
EXTENDS Naturals

VARIABLE x

Init == x = 0

Inc == x’ = x + 1

IncBy(d) == x’ = x + d

Dec == x > 0 /\ x> = x - 1

Next == Inc \/ \E d \in 1..3: IncBy(d) \/ Dec
Spec == Init /\ [][Next]_x

3.5 Clojure

Automatically generating B code or interacting with the PROB Java API to create an
abstract syntax tree of a B machine is tedious and error-prone, thus we will use lish, a
library for programmatically interacting with B code written in Clojure.

Clojure [Hic20] is a modern LISP [McC60]| dialect that runs on the Java Virtual Ma-
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chine [Lin+25]. It shares many of its properties with other languages from the LISP
family: it is a functional language that is written with s-expressions and the linked-list
is a fundamental part of its syntax and semantic. Clojure features even more immutable
data structures like the map, an associative container, the vector which is a sequence that
supports random access and the set which is an unordered collection of unique values.
Another inherited feature is the REPL (read-eval-print-line), a mechanism to execute code
on the fly and to rapidly prototype functionality. Due to its homoiconicity, code is written
as native data structures and can be processed as such, Clojure has a very strong and well
integrated macro system. Defining a macro is as simple as defining a function, and they
are passed the unevaluated code structures, which can be manipulated like any other data
structure in the language. Clojure has an extensive standard library and can use host calls
to access libraries on the Java Virtual Machine, which allows seamless integration with the
Java ecosystem, especially the PROB Java API [Kor+20].

An example of a Clojure program containing three different functions for calculating the
n-th Fibonacci number is shown in Listing 3.

Listing 3: The Clojure programming language

1: (defn fib-naive [n]

2: (if (< n 2)

3: 1

4: (+ (fib-naive (- n 1))

5: (fib-naive (- n 2)))))

6:

7: (defn fib-loop-recur [n]

8: (loop [n n

9: fib-n 1

10: fib-n-minusi 0]

11: (if (< n 1)

12: fib-n

13: (recur (dec n)

14: (+ fib-n fib-n-minus1)
15: fib-n))))

16:

170 (defn fib-seq

18: (1

19: (fib-seq 1 0))

20: ([fib-n fib-n-minusi1]

21: (lazy-seq (cons fib-n

22: (fib-seq (+ fib-n fib-n-minusi)
23: fib-n)))))
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3.6 EDN

A subset of Clojure, called EDN (Extensible Data Notation) [Hic12], can be used as a
serializable data format to exchange Clojure data structures. This is similar to JSON [Bral7|,
which was designed as a subset of JavaScript [Ecm25] for data exchange. An example of a
data structure encoded with EDN, that shows the most important features, is presented in
Listing 4. It is very easy to read an EDN document into Clojure-native data structures
with the built-in read function. Thus choosing EDN as an input format saves work by not
having to develop an additional parser.

Listing 4: The extensible data notation (EDN)

1: ;; semicolon marks a comment

2: ;; braces {} delimit an associative map, and contain key-value pairs

3: ;; all containers may be heterogeneous

4: ;; commas count as whitespace, so they may be added for readability

5: {:keyword :foo, ;; colon marks a keyword, they are similar to enumerations

6: :null-element nil, ;; equivalent to null in Java

7: :boolean true, ;; and false

8: :integers 42, ;; positive and negative integers

9: :floats 1.337, ;; floating point numbers

10: :strings "foobar", ;; string literals work like they do in Java

11: :characters \c, ;; character literals always start with a backslash

12: :symbol foobar, ;; symbols represent identifierse

13: :lists (1 true :foo), ;; parentheses mark lists

14: :vector [1.0 bar "s"], ;; brackets mark vectors, which support random access
15: :sets #{false \newline [1 2]} ;; hash-prefixed braces mark mathematical sets
16: X

3.7 lisb

Due to the B language being rather inaccessible to programmatic analysis and generation,
Korner & Mager developed lisb [KM22; KMR25] to rectify these shortcomings. lisb
implements its own intermediate representation, which can be created in Clojure code or
translated from an existing B model. Additionally, a DSL for the specification of sequential
algorithms is implemented as a case study. The intermediate representation can then be
exported as a classical B machine for immediate use. Furthermore, translation into Event-B
models was implemented by Armbriister and Korner [AK24].

lesb takes an EDN representation of a machine, an example can be seen in Listing 5, as
input and then internally generates an abstract syntax tree (AST) with the PROB Java
API for a classical B or Event-B model and then outputs a printed version, which looks like
Listing 1. We will use lisb to easily generate classical B and Event-B machines from the
same EDN representation, instead of manually building an AST for each or concatenating
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strings.
Listing 5: Counter model in lisb notation
1: (machine :Counter
2: (variables :x)
3: (invariants
4: (member? :x natural-set))
5: (init
6: (assign :x 0))
7 (operations
8: (:inc [] (assign :x (+ :x 1)))
9: (:dec [] (select (> :x 0) (assign :x (- :x 1))))))
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4 The Dolev-Yao adversary model

This chapter will present the Dolev-Yao adversary model [DEK82; DY83| based on the
work by Basin, Cremers & Meadows [BCM18|. The following definitions are taken from
their work, with slight alterations.

The Dolev-Yao adversary model is a formal model which is used to describe security
protocols, the context they run in, the possible actions of an adversary and thus provides a
way to mathematically prove their properties.

The model is very a high-level abstraction, the minutiae of networking, like bytes, headers
and routing are not relevant. The network as a distinct entity is not modeled, the adversary
takes the role of a messenger instead. During normal operations we can assume that no
messages are ever lost or are transmitted out of order, and that message contents do not
change. But, as the adversary has full control over all messages being sent and received,
they may drop messages, create new messages and alter messages to execute an attack.

4.1 Basic terminology

The Dolev-Yao model is term-based, that means each message that is sent between the
participating agents is a term. But terms themselves are not only atomic, they may
recursively contain other terms, which are called subterms. An agent assumes a role in a
protocol and executes a sequence of steps. They may build a term to send to the other
party or receive a term and destructure it.

To get to a formal definition of the model, we start with the basic building blocks: terms.

Definition 4.1 (Basic sets). We define the following pairwise-disjoint infinite sets:

Agent, the set of all agents

Role, the set of all roles in the protocol

1

Fresh, the set of freshly generated terms, also called nonces

Var, the set of all variable names

Func, the set of all function names

TID, the set of all thread identifiers

We also define AdvConst C Func, the set of all adversary generated constants, which they
may use as a replacement for Fresh values when generating message terms.

'A cryptographic nonce is an arbitrary number that is only used once. So it must be freshly generated
for each protocol run.
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Definition 4.2 (Basic terms). With the above, BasicTerm can be defined as containing:

BasicTerm := Agent
U Role
U Fresh
U Var
U AdvConst
U {z#tid | € Fresh Atid € TID}
U {z#tid | z € Var A tid € TID}

Where the suffiz #tid specifies localized terms, that are owned by a specific thread given by
the identifier tid.

Definition 4.3 (Recursive terms). New terms can also be built from existing terms. Let
Term be the smallest set satisfying the following predicates:

z € BasicTerm = x € Term

z,y € Term = (z,y) € Term a pair

x € Agent U Role = pk(x) € Term the public key of x

x € Agent U Role = sk(z) € Term the secret key of x

z,y € Agent URole = k(z,y) € Term the shared key between x and y

msg, key € Term = {msg}iey € Term the encryption of msg with key
feFuncAzy,...,x, € Term = f(x1,...,2,) € Term call of f with arguments x1,..., T,

Function calls may be used to model constants (with n = 0) or hash functions®.

The term algebra must be able to model cryptographic operations as well. The most impor-
tant of these is encryption, of which there are two types: symmetric-key and asymmetric
(also known as public-key). For symmetric-key encryption, one shares a key with another
party and then uses plaintext data and the shared key with a fixed encryption algorithm to
produce ciphertext which can be shared safely, as only the intended recipient can decrypt
it using the same shared key. The asymmetric-key encryption generates a key pair instead
of a single shared key. One is the so-called public key which may be shared with the public,
and the other one is the secret key which must stay private at all times. When encrypting
some plaintext with this method, one needs to either use the public or the secret key as an
additional input to the encryption algorithm, but decryption is only possible if the other
key is known. So if the public key was used for encryption, the receiver of the ciphertext
must use the secret key to decrypt it. And on the other hand if the secret key was used for
encryption, the public key must be used for decryption, which is a safe way to prove that
the sender has actually written the contained plaintext.

2Hash functions are functions which map input data into some fixed output space, where it is impossible
or at least highly improbable to find the preimage of a given hash value.
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There are many concrete algorithms for both categories of encryption. For example,
symmetric encryption has AES [NIS23] and ChaCha20 [Ber(08|, which are based on XOR
transformations, while asymmetric encryption has RSA [RSA78| and elliptic curves [Kob87;
Mil86], which are based on the assumption that it is hard to factor a large number or to
compute a discrete logarithm. We do not care about those implementation details, and thus
abstract over them by defining a single encryption operation that encrypts an arbitrary
term with a key and can only be decrypted if the inverse of the key is known to the recipient.
We ignore all types of attacks that are based on mathematical implementation details or
use a side-channel to extract information about the plaintext, encryption is treated as a
perfect black box.

For that to work we first define the inverse of a term.
Definition 4.4 (Inverse term). For z,y € Agent U Role we define the inverse relation:
pk(z) ! = sk(z)
sk(2)~! = pk(z)
k(z,y) ™" = k(z,y)

Encrypted messages can only be decrypted if the inverse key is known to the recipient.

After we have learned to create terms out of parts, we define how to destructure terms back
into those parts.

Definition 4.5 (Syntactic subterms). Let t € Term, then we write t' T t if and only

if ' € Term and t' is a syntactic subterm of t according the recursive specification in
Definition 4.5.

A syntactic subterm that is also a variable is called a free variable.

Definition 4.6 (Free variables). Define the free variables of a term t € Term as
FV(t) = {t'|t' Tt At € VarU {v#tid |v € Var Atid € TID}}

Example 4.1 (Syntactic subterms and free variables). For the term t = {(x,Y) }, with
x € Fresh, k a key and Y € Var, we have t T t, (x,Y)C t, xa Ct,Y Tt and k T t. The
free variables of this term are FV(t) = {Y}.

Now we will formalize the notion of a known term with the inference relation -, which
includes decryption and destructuring.

Definition 4.7 (Term Inference). Define the inference relation t=, with M &t for M C Term
and t € Term, as the smallest relation which satisfies the recursive definition:

teM — MKt base case
(Vt’ Ct:t' #tAMF t') = Mkt can always construct new terms
ME (t1,te) = MEt AMFE can freely unpack pairs

M&EA{ti}, N\M t2_1 = MtFt can only decrypt if inverse key is known
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Note how it is always possible to combine known terms into new terms, but unpacking terms
s only possible when certain preconditions are met. Additionally, function calls can never
be unpacked.

Now let us define security protocols and their constituents.

Definition 4.8 (Substitution). We introduce substitutions o as functions that recursively
replace all occurrences of a specified term in a given term, action, event or sequences thereof
with another term. A single substitution can be written as [new/old], where old € BasicTerm
and new € Term.

Disjunct substitutions can be combined into a new substitution with the set union operator
U. Each substitution has a domain dom(o) = old and a range ran(c) = new. The set of
all substitutions is called .

Example 4.2 (Substitution). Let z,y € Var, r,s € Role, f, fi,fo € Fresh and 0 =
[fys, fa/z, 7, f1] be a substitution. When applied to some terms this yields:

(z
(f
(r

a((f1, f2)
o ((z.{(f1, f2) k)

)
I
=

Q

Q

f2, 2)
FoA(f2s f2)}pk(s))

— — ~— ~— ~—
([
— — O

Definition 4.9 (Actions and Events). We define the following actions and events:

Action := {send(t) | t € Term}
U {recv(t) |t € Term}

Event := {create(r,o) |r € Role Ao € .}
U Action

Actions are used in the definition of protocols, they describe what an agent may do, while
events are used in the definition of the protocol’s execution semantic.

And finally we can define what a security protocol is.

Definition 4.10 (Protocol). A protocol P is a partial function from the set of roles to the
set of action sequences. Let R C Role and let [Action] be the set of all action sequences,
then

P : R — [Action]

The protocol definition must not contain values taken from AdvConst.
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Example 4.3 (Simple protocol). Let {Init, Recp} C Role, key € Fresh and x € Var. Then
we can define a simple protocol P:

P(Inlt) = [send (In1t7 Recp, {{Recp, key}sk(lnit)}pk(Recp))]
P(Recp) = [recv (Init’ Recp, {{Recp, x}sk(lnit) }pk(Recp))]

Its sequence chart can be seen in Figure 1.

Init Recp

I, R, {{R, key }ox(1) }pk(R)

Figure 1: Sequence diagram of Example 4.3, key is a freshly generated nonce

4.2 Protocol execution

Localization and threads are used to define the execution rules of security protocols.

Definition 4.11 (Localization function). Define the localization substitution localize :
TID — . for a thread identifier tid € TID as:

localize(tid) := U [v#£tid /v]
veFreshUVar
Localization adds a suffiz to each identifier to mark its origin.
Definition 4.12 (Thread creation function). Let [ € [Action] be an action sequence,

tid € TID be the thread identifier and o € % be the role-to-agent mapping. Define the
thread creation function thread : ([Action] x TID x .) — [Action] as:

thread(l, tid, o) := o(localize(tid)(l))

Given the action sequence from the protocol definition, a new thread identifier and the
desired role-to-agent mapping, this function will translate the action sequence in preparation
for execution by localizing all identifiers and replacing role names with concrete agents.

Example 4.4 (Thread creation). Let P be the protocol from Ezxample 4.3, tid € TID and
{A, B} C Agent. When creating a thread which executes the Init role as A and the Recp
role as B, we have

localize(tid)(key)

localize(tid)(z)

thread(P(Init), tid, [4, B/Init, Recp))
thread(P(Recp), tid, [4, B/Init, Recp]) =

= key#tid
= x#tid

[send(A B, {{B, key#tid}s(a)}px(B))]
[recv(A B, {{B, x#tid}ga }pk(B))]
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Definition 4.13 (Adversary Knowledge). The adversary always carries a set of terms
which are known to them at the current time. Initially the adversary knowledge consists of:
1Ky := Agent
U AdvConst

u U k(e

acAgent

v U k)

a€Compromised

v U k@), kb )}
a€Compromised
beAgent

Where Compromised C Agent is the set of compromised agents.

The adversary initially knows all adversary generated constants, all agent names, their
respective public keys and all keys of any compromised agent.

Definition 4.14 (Execution). Now we can finally define the state-based execution rules.
Let s = (tr,IK, th) be the state with tr € [TID x Event] the current trace, IK C Term the
current adversary knowledge and th € TID — [Event] the remaining events in a thread. The
initial state is defined as so == ([|, 1Ko, ).

The transitions are defined as follows, with preconditions stated above the line and actions
below it. The @ operator means sequence concatenation.

create(R,0):

R € dom(P) o € dom(P) — Agent tid ¢ dom(th)
(tr, IK, th) — (tr @ [(tid, create(R, 0))],IK, th[tid + thread(P(R), tid, o)])

This transition will start a thread of the protocol P from the view of role R with the agent-
to-role assignment given by o. The events to be executed are added to the state variable th.
Note that there are no constraints on the exact nature of the role-to-agent assignment o.
A thread does not need to have an opposite, which would use the same substitutions from
the view of a different role. The same thread can be started multiple times with a different
thread identifier. Additionally, infinite threads can be created.

send(m):

th(tid) = [send(m)] & 1
(tr, IK, th) — (tr & [(tid, send(m))] , IK U {m} , th[tid ~ [])

The send event transmits a message by adding it to the adversary knowledge. The Dolev-Yao
adversary fully controls the network and acts as the messenger.
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recv(pt):

th(tid) = [recv(pt)] ® 1 IK - o(pt) dom(o) = FV(pt)
(tr, IK, th) — (tr @ [(tid, recv(pt))], IK, th[tid — o(1)])

The recv event receives a message by deriving it from the current adversary knowledge. Thus,
the adversary can control what messages arrive and may change them. The substitution o
represents the variable assignment that makes the received message term match the pattern
pt which may contain free variables. Those variable assignments are distributed down the
chain by applying the substitution to the remaining events. Note that the received message
can be an arbitrary derived term that was not sent by another thread. If it is not possible to
derive a message that fits the pattern pt, this action cannot be executed which might lead to
a deadlock.

Note that all threads execute at the same time, they are interleaved.

Example 4.5 (Protocol execution). Let P be the protocol from Example /.3, t1 € TID and
{A, B} C Agent. An execution of this protocol using the rules from Definition 4.1/ could
look like this:

1. The initial state is sop = ([}, {A, B,pk(4),pk(B)},{}).

2. The first transition is create, with R = Init, tid = t; and 0 = 01 = [A, B/Init, Recp].
Then the next state is:

s1 = ([(tl,create(lnit,m))] )

{4, B,pk(A),pk(B)},
{t1 — [send (4, B, {{B, key#t1 }ae(a) b)) ] } )

3. To create the corresponding recipient thread we use create with R = Recp, tid = to
and o = o1. Then the next state is:

S9 = < [(t1, create(Init, 01)) , (t2, create(Recp, 01))],

{A, B,pk(A),pk(B)},
{t1 — [send (A,B, {{B,key#tl}sk(A)}pk(B))] ,

to [recv(A,B,{{B,x#tQ}sk(A)}pk(B))] }>

4. After both threads have been created the actual execution can begin. The thread t1 will
start with send, thus tid = t; and m = (A, B, {{B,key#tl}sk(A)}pk(B)). The next



4.3 Protocol properties 17

state 1s:

S3 = ([(tl, create(Init, 1)), (t2, create(Recp, 01)) ,

(tla send (A7 B, {{37 kGY#tl}sk(A)}pk(B))) ] )
{A, B: pk(A), pk(B), (A7 B7 {{B7 key#tl}sk(A)}pk(B)) } ;

{t1 =[], t2 = [recv(A, B, {{B, 2#ts}au) bok(5))] })

5. And finally the message will be received by the thread to. Let tid = ty and pt =
(A, B, {{B, x#tQ}Sk(A)}pk(B)). For the precondition IK F o(pt) to hold, we set o =
[key/x]. The final state is:

S4 = ([(tl, create(Init, 1)), (t2, create(Recp, 01)) ,

(tl, send (A, B, {{B, key#tl}sk(A)}pk(B))) y
(t2, recv(A, B, {{B,key#ta}ac(a) }pk(p))) |
{Aa Ba pk(A), pk(B), (A7 B7 {{Bv keY#tl}Sk(A)}pk(B)) } )

R []})

The execution is finished now, because the action lists for each role are empty.

4.3 Protocol properties

Using these rules we create a transition system for a given protocol P. This model can be
implemented via the B method for animation and model checking. But first some properties
are required that a protocol needs to fulfill. We formulate these properties based on the
current state s = (tr,IK,th), and a protocol fulfills a property if and only if all states
reachable from the initial state sg, using the transition rules defined in Definition 4.14,
fulfill the given property.

First we define an auxiliary property which is used to specify the concrete properties,
namely thread honesty.

Definition 4.15 (Honest thread). We define a thread to be honest in a state s, if and only
if it is finished and no compromised agents are involved. Let s = (tr,1K,th) be a state.

HT(s,tid) :== 3(R,0) € Role x .7 :
(tid, create(R, o)) € tr A th = [] A (ran(o) N Compromised) = ()

An important property of a protocol is the secrecy of shared passwords or keys.
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Definition 4.16 (Secrecy). A state s = (tr,IK, th) satisfies secrecy of a secret t € Fresh,
if and only if

Vtid € TID : HT(s, tid) = — (IK F t#tid)

The adversary may not deduce the secret t, localized to all honest threads, from its knowledge.

Another important property is authentication, which gives an agent guarantees for the
identity of their communication partner. There are multiple formulations for this property
that have different strengths.

Definition 4.17 (Weak aliveness). A state s = (tr,IK, th) satisfies weak aliveness of a role
R € Role, if and only if

4 (tid’, R, a’) € TID x Role x .7 : (HT(s,tid’) A (tid/, create(R/, 0'/)) € tr)
—> (3(tid, R,0) € TID x Role x .% : (tid, create(R, 0)) € tr A o'(R) = o(R))

When an honest thread thinks they communicated with an agent in role R, that agent started
the protocol in role R before.

The following properties are based on the authentication properties presented by Lowe [Low97].

Definition 4.18 (Weak agreement). A state s = (tr, 1K, th) satisfies weak agreement of a
role R € Role, if and only if

V (tid’, R',¢") € TID x Role x .’ : (HT (s, tid’) A (tid’, create(R’,¢")) € tr)
— (3 (tid, R,0) € TID x Role x .7 : (tid, create(R, 0)) € tr A ’(R) = o(R)
Ao’ (R') € ran(o))

When an honest thread thinks they communicated with an agent in role R, that agent started
the protocol in role R before and they communicated with the honest agent in any role.

Definition 4.19 (Simple agreement). A state s = (tr,IK, th) satisfies simple agreement of
a role R € Role, if and only if

V (tid’, R',¢") € TID x Role x . : (HT (s, tid’) A (tid’, create(R’,¢”")) € tr)
= (3(tid, R,0) € TID x Role x . : (tid, create(R,0)) € tr A o’(R) = o(R)
No'(R) = o(R'))

When an honest thread thinks they communicated with an agent in role R, that agent started
the protocol in role R before, and they communicated with the honest agent in the correct
role.

Example 4.6 (Properties of the example protocol). The ezample trace given in Example 4.5,
coming from the protocol specified in FExample 4.3, fulfills the secrecy property for the fresh
value key. The only state that is honest is the final state s4, because the protocol is finished



4.3 Protocol properties 19

and no compromised agents are participating. The adversary knowledge in this state is
1Ky = {A, B, pk(A), pk(B), (A, B, {{B,key#tl}sk(A)}pk(B))}. Secrecy of key would not be
fulfilled if it were possible to infer key#t, from 1Ky, but IK4 ¥ key#t1, because the secret
key sk(B) that is needed to decrypt the message term {{ B, key#ft1 }qc(a) }pk(p) 18 not known
and not inferable for the adversary.

But this alone is not sufficient to prove the secrecy of key. Not only a single trace, but all
valid traces and the states within must exhibit the secrecy property. In this simple case,
because there is only ever one message and this message is always asymmetrically encrypted
with pk(B), which needs the uninferable sk(B) to decrypt, this simple protocol does fulfill
the secrecy property for key.
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5 A DSL for security protocols

A DSL (domain-specific language) is a language that is specialized for a singular domain.
In this case modeling security protocols and their properties for translation into a form
that can be used by model checking tools

This Dolev-Yao DSL is built from EDN data structures, so we inherit the simple parsing
inherent to Clojure code itself. It mirrors the DSL implemented by lisb to define B code.
After some checks and transformations which are explained in Section 6, a machine is
generated using the specified formalism.

The Dolev-Yao DSL’s syntax and semantic closely resemble the definition of the Dolev-Yao
formal model given in Section 4. All Clojure symbols reference built-in Dolev-Yao features,
while Clojure keywords represent user-defined names.

5.1 Structure

A protocol definition consists of a name, threads (see Section 5.2) and properties (see
Section 5.4). They are arranged as shown in Listing 6.

Listing 6: Dolev-Yao DSL structure

1: (protocol

2: <NAME> ;; Protocol name as a keyword

3: (threads <THREAD_1> ... <THREAD_N>) ;; List of threads

4: (properties <PROPERTY_1> ... <PROPERTY_N>)) ;; Properties to check
5.2 Threads

The threads structure corresponds to Definition 4.10, it defines participants of the protocol
and their actions. A thread definition is a list of two elements, the name of the acting role
and a vector of events to execute in order. The syntax is shown in Listing 7.

Listing 7: Thread structure

1: (<ROLE> [<EVENT_1> ... <EVENT_N>])

5.2.1 Actions

The Dolev-Yao DSL defines three different actions: generate, send and receive.
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generate is a new action that has no counterpart in Section 4. It exists to simplify the
handling of free variables (from Var) and fresh values (from Fresh). Both of these sets are
defined in Definition 4.1. In the formal model a identifier in a term can refer to a free
variable, a fresh value or a constant. Mathematically they can be differentiated by checking
their set membership with Var, Fresh or Func. For simplicity and ease of use, all keywords
in the Dolev-Yao DSL refer to variables. When sending a term it must be fully ground,
meaning all of those variables must have a value. A value for a unknown variable is not
automatically generated, so the generate event will fill it with a guaranteed unique value,
which serves the same purpose as declaring it an element of Fresh. Currently, there is no
direct support for constants, although it is possible to use variables for the same purpose.

The send and receive actions correspond to the actions of the same name defined in
Definition 4.9 with the semantic given in Definition 4.14.

Listing 8: Action structure

1: (generate <VARIABLE>)
2: (send <TERM>)
3: (receive <TERM>)

5.3 Terms

The send and receive actions require a term as a message pattern. They are defined in
Definitions 4.2 and 4.3 and this Dolev-Yao DSL follows that closely, with all implemented
terms listed in Table 1. Terms can be arbitrarily nested. There is no analog to sending an
agent or role as a term, this is not needed as the public key of an agent is static and known
to all agents and can thus be used as a substitute for the identity.
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] Dolev-Yao DSL term ‘ Purpose ‘

(sequence T_1 ... T_N) Contains an ordered list of terms.

(enc Key Term) Represents encryption of a term with a given key.

(hash Term) The application of a one-way hash function.

(public-key :role) The public key of the given role or actor, used for
encryption.

(secret-key :role) The secret key of the given role or actor, used for
encryption.

(shared-key :rolel :role2) | The shared key between the given roles or actors, used
for encryption.

:name or (var :name) A logical variable, may be given a value with the
generate or receive actions.

Fresh values Used at runtime to represent the unique term created
from generate.

Table 1: Dolev-Yao DSL terms and their purpose

5.4 Properties

The Dolev-Yao DSL implements the secrecy and authentication properties listed in Defini-
tions 4.16 to 4.19.

Listing 9: Property structure

1: (secrecy <SCOPED_VARIABLE_1> ... <SCOPED_VARIABLE_N>)
2: (weak-aliveness <ROLE_1> ... <ROLE_N>)

3: (weak-agreement <ROLE_1> ... <ROLE_N)

4: (simple-agreement <ROLE_1> ... <ROLE_N)

As can be seen in Listing 9, the property definitions all have a similar structure. They
consist of their type followed by their arguments in a list.

The secrecy property takes the variables whose values are supposed to stay unknown to the
adversary. Those variable names are given as Clojure keywords, namespaced to the role in
which they are defined in. For instance the keyword :x refers to a local variable called = in
the current role, while :Init/x refers to the variable x declared in the role Init.

The authentication properties take the role mentioned in their respective definitions as
arguments.
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5.5 Semantic of execution

The semantic closely follows the Dolev-Yao formal model and the transition rules given
in Definition 4.14. The execution is split into two parts, first the participating threads
are created with a role-to-agent mapping and then each thread follows the actions of their
respective role. As described in the transition rules, the creation of one thread is modeled
as one operation. Then another operation ends the thread creation phase and switches the
protocol into the execution phase. In this phase each operation corresponds to one action
defined in the protocol, like send, receive or generate. The different backends might add
additional operations if required.

5.6 Example

Listing 10 contains the translation of the protocol given in Example 4.3 to the Dolev-Yao
DSL.

Note the (generate :key) in line 4. All variables inside sent terms must have a value,
either from a previous receive action or from a generate action. This removes ambiguities
and simplifies the implementation.

But term patterns that are passed to receive actions may write to new variables, as seen
in this example, or compare the received terms with the value of already written variables.
This mirrors Prolog’s term unification semantic.

Listing 10: Simple protocol translated from Example 4.3

1: (protocol

2: :simple_example

3: (threads

4: (:Init [(generate :key)

5: (send (sequence (public-key :Init)

6: (public-key :Recp)

7 (enc (secret-key :Init)

8: (enc (public-key :Recp)

9: (sequence (public-key :Recp)
10: tkey)))))1)

11: (:Recp [(receive (sequence (public-key :Init)

12: (public-key :Recp)

13: (enc (secret-key :Init)

14: (enc (public-key :Recp)

15: (sequence (public-key :Recp)
16: :x)))))1))

17: (properties

18: (secrecy :Init/key)))
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6 Translation

To translate the given Dolev-Yao DSL we develop a new tool called dy2prob, which is a
command-line application written in Clojure that parses a protocol description, applies
some checks and transformations and outputs a translation based on the selected mode
and options. An overview of the process is shown in Figure 2.

Dolev-Yao DSL protocol

dy2prob

dy2prob frontend

Internal representation

dy2lisb backend dy2zxtl backend

XTL model

After parsing the Dolev-Yao DSL, the user-facing representation is translated into a simpler
and more verbose intermediate representation. Then the following transformations are run.

Classical B machine Event-B project

Figure 2: dy2prob translation process

First all used variables are identified, collected and saved into a set for later use. Each
variable name is prefixed with its owner, the role which runs the thread this variable term
is part of, for scoping purposes. This is also the scope used in the definition of the secrecy
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property, it must be prefixed as a namespace to the Clojure keyword.

Then all variable uses are annotated with metadata, namely :var-info which may contain
:read for reading variable access and :write for writing variable access.

During this iteration all variable uses are checked for correctness. Reading is only possible
after the variable has been written to and redefining variables is not possible. So generate
requires an unwritten variable, send a written variable and receive can deal with both.

’ Dolev-Yao DSL term ‘ Internal representation
(sequence T1 T2 T3) {:type :sequence, :terms [T1 T2 T3]}
(enc Key Term) {:type :enc, :key Key, :term Term}

(hash Term) {:type :hash, :term Term}
(public-key :role) {:type :public-key, :role :role}
(secret-key :role) {:

type :secret-key, :role :role}
(shared-key :rolel :role2) | {:type :shared-key, :roles [:rolel :role2]}

:name or (var :name) {:type :var, :variable :name}
Fresh values Only used at runtime, so there is no internal represen-
tation.

Table 2: Internal Clojure representations of Dolev-Yao terms

The generated intermediate representation is then passed to one of two different backends
depending on user selection. One that outputs Prolog code for an XTL model and one that
outputs a lisb representation of a B model.

6.1 Common backend properties

All backends will generate models that can be animated and model checked. But when
comparing them to the formal mathematical definition given in Definition 4.14 there are
some differences.

The first one is the split into two phases, in the beginning the creation of all threads and
after that the execution of the protocol steps, while the formal model allows the creation
of a new thread at any time. This improves the user’s comprehension of the current state
of the model, while having no significant impact on the performance of model checking.
Exactly how this change impacts model checking can be seen in Section 9.1. The thread
creation also does not allow arbitrary role-to-agent mappings but instead uses manually
implemented symmetry reduction to reduce the number of equivalent setups, for more
information refer to Section 9.2.

Another difference is the limitation of the thread count to a finite number, whereas in the
formal model there is no limit to the number of threads that can exist at the same time.
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The purpose of this is to allow explicit state model checking on a finite state-space, as
explained in Section 9.3.

Finally, variables are only allowed to contain fresh values like nonces. This massively
simplifies the implementation of pattern matching when receiving a term, else there would
be infinitely many possible terms that could be received for any variable in a receive
message pattern. No protocol that was modeled by this Dolev-Yao DSL required variables
to contain more complicated terms. Additionally, the concept of AdvConst was removed, as
it is superfluous when the adversary can just generate a new and unused Fresh value when
required.

When executing a security protocol, the Dolev-Yao semantic demands substitutions every
time a message is received to replace variables with another term. Due to limitations of the
classical B language, it is not possible to efficiently implement such a recursive replacement.
Thus, each thread receives a memory field, which holds the values of each variable known
to them. When constructing a term, the memory is queried for the value of all variables
and those values are used instead of the variables. On the other hand, when receiving a
message or generating a fresh value, that value is either compared with the existing value
or saved into memory.

The Dolev-Yao semantic is defined using the localize function, which appends the thread’s
identifier as a suffix to each fresh value or variable, as a way to track them across substitutions.
Because the substitution approach is not used in favor of thread-local memory, a localization
is not necessary. Variables are identified by the role that declares them, and each fresh
value generated is unique and saved in the generating thread’s memory. Thus, they can be
tracked by the security properties. Especially in the secrecy property, which uses localized
variables to identify the secrets in the formal model, but now tracks them by value.

Some features of the PROB toolchain work better with different representations. Visu-
alization and animation should use verbose representations and model checking requires
performance. Translating the model into different formalisms, like Event-B or TLA™,
imposes restrictions because of unsupported syntax constructs or features. Thus, multiple
translations are required, which can be controlled by configuration options. By selecting a
different output language and a preset, one can control what the output of the generation
process will look like. The supported modes and presets are listed in Table 3 and explained
further in the following sections.
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’ Backend ‘ Mode ‘ Preset ‘ Description
b (default) B machine optimized for compatibility
. b visualization | B machine built for better user comprehension
dy2lisb . . . . .
during animation and visualization
tla B machine optimized for further translation to
TLAT
eventb | eventb (default) | Event-B model
dy2uxtl xtl xtl (default) XTL model

Table 3: Output modes and presets

The dy2prob application can be called from the command-line as shown in Listing 11. The
mode is selected with the -m switch and the preset is selected with the -p switch. Additional
options can be passed with the -0 switch. The output directory can be changed with the
-o switch. Then the input files or directories containing the protocols are listed.

Listing 11: Command-line help of dy2prob

Dolev-Yao -> ProB.

Usage: dy2prob [options] <INPUT FILE(S) OR DIRECTORY>

Options:
-h, --help Show help
-0, --output DIR . Output directory,
defaults to current directory
-m, --mode MODE Output mode, one of: b, eventb, xtl
-p, --preset PRESET nil Preset options for translation,
will default to output mode,
one of b, eventb, tla, visualization, xtl
-0, --option K[=V] {} Extra options for tramnslation

All backends support the :max-threads and :max-agents properties, which control how
many threads are allowed to be created and from how many agents the role-to-agent
assignment can choose, which is relevant for the size of the state-space as explained in
Sections 9.2 and 9.3
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6.2 XTL-Backend (dy2xtl)
6.2.1 XTL format

The XTL format® is a way to write down state-based models as Prolog programs that can
be loaded and processed by the PROB toolchain. The models must be valid SICStus Prolog
programs, and they must implement the start/1, trans/3 and prop/2 predicates, where
<name>/N refers to a defined predicate with the given name that takes N parameters.

start(-InitialState) defines the initial states. A state can be an arbitrary ground term.

trans(?Transition, +0ldState, -NewState) lists all possible transitions and the desti-
nation state given the current state. A transition can be an arbitrary ground term.

prop(+State, -Property) is used to query the properties of a given state. A property
is an arbitrary ground term. This can be used to encode state-based invariants with the
special unsafe property. Model checking will find states that have the unsafe property set
and mark them as invariant violations.

A simple model of a counter is shown in Listing 12, which is equivalent to Listing 1. Note
that transitions can also be compound terms with arguments. When using logical variables
in a trans/3 clause inside the transition term, all possibles assignments of these variables
should be obtainable when using backtracking.

Listing 12: XTL specification modeling a counter

:- use_module(library(between)).
start (0).

trans (inc, N, Next) :-

Next is N+1.

trans (inc_by(Delta), N, Next) :-
between (1, 3, Delta),

Next is N+Delta.

trans (dec, N, Next) :-

N > 0,

Next is N-1.

prop(N, unsafe) :-
N < 0.

3https://prob.hhu.de/w/index.php?title=Other_languages
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6.2.2 Generating Prolog code from Clojure

The goal is to create a valid Prolog program from Clojure code. Working with strings
directly would be highly inadvisable because of implementation and maintenance difficulties.
Additionally, the built-in string processing facilities of the Clojure standard libarary are
poor and one must use the Java host functions. But the probparsers project contains a
Prolog library written in Java, which allows easy creation of Prolog terms, and due to
Clojure’s strengths it is trivial to develop a new DSL for Prolog terms. Prolog itself also
follows the code is data, data is code approach and thus Prolog code just consists of Prolog
terms. Although there is a difference between the readable notation that a programmer
would write and the canonical representation, which does not allow infix operators and
operator precedence.

Listing 13: Clojure representation of the counter XTL model in Listing 12

1: [(directive ‘(:use_module (:library :between)))
2: (clause ‘(:start 0))

3: (clause ‘(:trams :inc N Next)

4: “(:is Next (:+ N 1)))

5: (clause ‘(:trans (:inc_by Delta) N Next)
6: ‘(:between 1 3 Delta)

T “(:is Next (:+ N Delta)))

8: (clause ‘(:trans :dec N Next)

9: “(:> N 0)

10: “(:is Next (:- N 1)))

11: (clause ‘(:prop N :unsafe)

12: “(:< N 0))]

An example of the developed DSL can be seen in Listing 13, which generates a Prolog
program equivalent to Listing 12. Clojure’s keywords correspond to Prolog atoms, while
numbers and strings are translated to Prolog numbers and strings respectively. Identifiers
in Clojure are called symbols, and they are translated into Prolog variables, but they must
start with an uppercase letter or an underscore, as Prolog does not allow variables in quotes.
Clojure’s vectors correspond to Prolog lists, and the | symbol is used in vectors to represent
Prolog’s head-tail notation of lists. A Clojure list, denoted by parentheses, represents a
Prolog compound term, whose functor is the first item in the Clojure list, which must be a
keyword. Each Clojure form inside a vector or list is recursively translated with the same
routine. Some examples can be seen in Table 4. After fully printing a Prolog term, a dot is
added to convert it into a sentence, the building blocks of a Prolog program. The calls to
directive and clause are evaluated to lists with :- as the first element. This is necessary,
because keywords containing a colon cannot be written as a literal in Clojure.
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Element ‘ Clojure DSL syntax Prolog translation ‘
:foo foo
Keyword :Foo ’Foo’
Foo Foo
Symbol _foo _foo
foo Error
42 42
Number 16 TE
(] (]
[:a] [a]
Vector [a,1,X]
[ta 1 | X] [a,1]X]
(:foo) foo
List (:foo :a) foo(a)
(:foo :a 1 X) foo(a,1,X)
Nested [(;ca ;b X) 1) [2 (:c 7.5)]1Y] [a(b(X),1),[2,c(7.5)]1Y]

Table 4: Prolog DSL translation

6.2.3 XTL representation of the Dolev-Yao model

The semantic of Prolog is very similar to the semantic of the Dolev-Yao formal model, which
allows a straightforward translation using backtracking and pattern matching to generate
the recursive term structures. Additionally, the semantic of Prolog’s logical variables
matches what happens to variables and fresh values in the Dolev-Yao world, as explained
in Section 5.2.1.

The generated XTL model contains two parts, the static part which is the same for every
protocol and implements the Dolev-Yao semantic with the required predicates, and the
dynamic part which states the protocol and its properties in a format that is understood
by the former part.

The model state in the XTL implementation is a compound term which looks like s (Phase,
Threads, AdversaryKnowledge, NextFresh). The contained arguments are explained in
Table 5. Contrary to the state given in Definition 4.14 the trace is not saved, as each thread
and its start parameters are preserved in the Threads list.
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’ State argument ‘ Description
Phase Phase of protocol execution, either create or run
Threads List of currently running threads
AdversaryKnowledge | List of terms that are known to the adversary
NextFresh Counter to help generate unique terms

Table 5: Explanation of XTL state term arguments

Phase is the current protocol phase which can be either create or run. In the creation
phase the threads are created with the intended role-to-agent assignments, and in the run
phase each thread executes its role in the protocol.

Threads contains a list of the currently running threads. Each thread is a compound term
of the form thread (TID, Role, Sub, Actions, Memory), as explained in Table 6. TID
contains the numeric thread identifier, Role is the acting role of this thread, Sub contains
the role-to-agent mapping, Actions is a list of actions that still need to be executed, and
Memory stores the values that are associated with the local variables.

Thread argument ‘ Description

TID Unique thread identifier

Role Role that the thread is acting as in the protocol

Sub Substitution that saves the role-to-agent mapping

Actions List of actions that need to be executed

Memory Thread-local memory, a list of variable names and their values

Table 6: Explanation of XTL thread term arguments

AdversaryKnowledge is a list of Dolev-Yao terms that are known to the adversary. In the
beginning it is initialized to contain all public keys and the private and shared keys of all
compromised agents.

NextFresh is a global counter used to generate unique fresh values.

The central part of the modeling is the representation of terms. Those Dolev-Yao terms are
modeled by Prolog terms, as shown in Table 7.
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] Dolev-Yao DSL term ‘ XTL term ‘
(sequence T1 T2 T3) [T1, T2, T3]
(enc Key Term) enc(Key, Term)
(hash Term) h(Term)
(public-key :role) pk(role)
(secret-key :role) sk(role)
(shared-key :rolel :role2) | k(rolel, role2)
:name or (var :name) var (name)
Fresh values fresh(N)

Table 7: Comparison of Dolev-Yao and XTL or Prolog term representations

The dynamic part consists of the protocol definition and the protocol properties, examples
of which can be seen in Listings 14 and 15 respectively. The protocol definition contains
the list of actions that are executed by each role. The send and receive actions have a
parameter which defines their respective message patterns. All the properties listed in
Definitions 4.16 to 4.19 are implemented.

Listing 14: Protocol from Listing 10 translated into a Prolog predicate

A% protocol (?Role, ?ListOfActions)
protocol (’Init’,
[gen (key),
send ([pk(’Init?’),
pk (’Recp?),
enc (pk(’Recp’),
enc(sk(’Init’),
[pk(’Recp’),
var (key)1))1)1).

protocol (’Recp’,
[recv([pk(’Init’),
pk (’Recp?),
enc (pk(’Recp’),
enc (sk(’Init?’),
[pk(’Recp’),
var(x)1))1)1).

Listing 15: Properties from Listing 10 translated into a Prolog predicate

A% protocol_invariant (+State)
protocol_invariant (S) :-

secrecy(’Init’, key, S). / secrecy/3 is defined in the static part

The maximum number of threads and agents can be dependent on the protocol and the
passed options, and is therefore part of the dynamic section. All participating agents are
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listed with the honest_agent/1 and compromised_agent/1 predicates and the maximum
thread count is stated with the max_tid/1 predicate, an example of which can be seen in
Listing 16. Note that the honest agents are named Alice and Bob. Those are the standard
names for agents participating in a cryptographic protocol [Sch15].

Listing 16: Generated Prolog code for the receive transition

max_tid (2).

honest_agent (alice).
honest_agent (bob) .
compromised_agent (compromisedl).
compromised_agent (compromised2).

The static part defines the boilerplate required for XTL to PROB interoperability and
helper predicates, which implement the transitions and properties.

The start/1 predicate returns the initial state. The AdversaryKnowledge is set to the
initial adversary knowledge described in Definition 4.13, and contains all public keys and
the private and shared keys of all compromised agents.

The transitions defined in the trans/3 predicate correspond to the thread actions generate,
send and receive, but there are also transitions that control the creation of threads, namely
create, which creates a new thread and start, which advances the current phase to run.

The create transition takes the role-to-agent mapping as a parameter and will create a
new thread using it, while observing the maximum thread count and the agent symmetry
reduction if enabled. The thread term is created, and its action list is filled with all the
actions from the protocol for the specific role. The implementation can be seen in Listing 17.

Listing 17: Generated Prolog code for the create transition

trans (create (TID,Role,Sub),

s(create ,Threads, AdvKnowledge ,NextFresh),
s(create ,NewThreads ,AdvKnowledge ,NextFresh)) :-

NewThreads = [thread (TID,Role,Sub,Actions,[])|Threads],

/ derive TID

length (Threads , ThreadCount),

TID is ThreadCount+1,

/ check TID

max_tid (MaxTID),

TID =< MaxTID,

4 vertfy Role and get Actions

protocol (Role,Actions),

/4 check that Sub is a wvalid role-to-agent mapping

check_sub (Sub).

The start transition will set the current phase to run, which stops the creation of new
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threads but allows execution of thread actions. The implementation can be seen in Listing 18.

Listing 18: Generated Prolog code for the start transition

trans (start,
s(create ,Threads ,AdvKnowledge ,NextFresh),
s(run, Threads ,AdvKnowledge ,NextFresh)).

Executing the generate, send and receive transitions will pop the first element from the
action list which must match the respective transition.

generate will associate the given variable with a freshly generated term using the NextFresh
argument of the state. The variable’s data is saved locally in the thread’s memory, as shown
in Listing 19.

Listing 19: Generated Prolog code for the generate transition

trans (gen (TID,Var,Term),SIn, SOut) :-
pop_action(gen(Var),TID,SIn,S1),
make_fresh(S1,Term),
incr_next_fresh(S1,82),
set_memory (TID,Var,Term,S2,S0ut) .

send will take the message pattern, given as a parameter in the action term popped from
the action list, replace variables using its memory and roles with its role-to-agent mapping
respectively, and then add it to the adversary knowledge. All variables must be ground, so
this is a deterministic operation. The implementation is presented in Listing 20.

Listing 20: Generated Prolog code for the send transition

trans (send (TID,Term) ,SIn,SOut) :-
pop_action(send(Pattern),TID,SIn,S1),
4 replace term wvartables with Prolog wvartables

4 and replace roles with agents
build_term_from_pattern(S1,TID,Pattern,Term,[],Vars),
4 get all wvartiable wvalues from memory
get_memory_multi (TID,Vars,S1),

ground (Vars), / check that all wvariables are set
add_to_adv_knowledge (Term,S1,S0ut).

receive also takes the message pattern, and does the same transformations as the send
transition, but this time using the adversary knowledge to build the term. It must be
derivable using the relation specified in Definition 4.7. Variables will be replaced by their
values if the current thread has them saved in its memory, but if a variable has no value
it will be assigned a fresh value from the received message. This fresh value is either
newly generated or taken from the adversary knowledge, and this nondeterminism leads to
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multiple possible received messages for this transition. Trying to derive terms that match a
given message pattern is another part of the modeling which may lead to infinite branching.
Thus variables are constrained to only ever contain fresh values to mitigate this. The Prolog
code is shown in Listing 21.

Listing 21: Generated Prolog code for the receive transition

trans (recv(TID,Term),SIn,SOut) :-
pop_action(recv(Pattern),TID,SIn,S1),
A replace term wartables with Prolog wariables

4 and replace roles with agents
build_term_from_pattern(S1,TID,Pattern,Term, [],Vars),

A find all wvalid wvariable assignments that the adversary can derive
adversary_can_build (Term,S1,S2),

ground (Vars), / check that all wvariables are set

4 unify (save and compare) with existing memory

set_memory_multi (TID,Vars,S2,S0ut).

Additionally, there are helper predicates that implement all defined security properties and
get called by the protocol_invariant predicate based on the properties defined in the
security protocol. The implementations closely follow the Dolev-Yao definitions, adjusted
to fit Prolog. For example the secrecry predicate in Listing 22 follows Definition 4.16 and
simple_agreement in Listing 23 resembles Definition 4.19.

Listing 22: Generated Prolog code for the secrecy predicate

secrecy (Role,Var,S) :-
S = s(_,Threads ,AdvKnowledge,_),
A for all honest threads in the role owning the wvariable,
forall (honest_thread (thread (TID,Role,_,_,_),Threads),
4 the walue of that wariable
(get_memory (TID,Var,Value,S),
4 is not derivable by the adversary
\+ adversary_can_derive (AdvKnowledge ,Value))).

prop/2 defines state properties for a given XTL state. They are used to implement invariants
with the unsafe predicate, as shown in Listing 24.

State properties are also displayed in the animator and help the user understand the current
XTL state. Thus, all running threads are listed as a state property, and this can be seen in
Figure 3.
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Listing 23: Generated Prolog code for the simple_agreement predicate

simple_agreement (Role,S) :-

S = s(_,Threads,_,_),

4 for all honest threads

forall ((honest_thread (thread(_,HRole,HSub,_,_),Threads),
4 which have Agent taking the gtiven role,
member (Role -Agent ,HSub)),
4 there exists a thread started by the same agent,
(member (thread (_,Role,Sub,_),Threads),
member (Role -Agent , Sub),
/ and the agent that started the honest thread
member (HRole -HAgent ,HSub),
4 takes the same Tole in the found thread
member (HRole -HAgent ,Sub))).

Listing 24: Generated Prolog code for the unsafe clause of the prop predicate

prop(S,Safety) :-
protocol_invariant (S) -> Safety=safe ; Safety=unsafe.

State View | Edit

XTL Property 2 phase=create

XTL Property 3 adv_kr g=[pk(alice),pk(bob), pk(compromised1),pk(compromised2),sk(compromised1),sk(compromised2)]

[XTL Property 5 t(2) P i lice,| bob],[r ponder),[pk(initiator),var(Na)])).gen(Nb), initiator),[var(Na),

( |2 @
nome |

Raw State XTL: s(create,[thread(2,r der, [-(initi. ,alice),-(r der,bob)],[r d initi ).var('Na')])).gen('Nb'),send(enc(pk(initiator),[var('Na'),var('Nb')])),recv|

XTL Property 1 safe

XTL Property 4 t(1)=[initiator,[initiator-alice,responder-bob],[gen(Na),send(enc(pk(responder),[pk(initiator) var(Na)]}).recv(enc(pk(initiator),[var(Na),var(Nb)])),send(enc(pk(responder) var(Nb)))1, (1]

XTL Property 6
XTL Property 7

XTI Pranerty R

Figure 3: XTL properties visible in the PROB2-UI animator

), var(Nb|

When animating the XTL model a trace is generated, an example of which can be seen in

Table 8.
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’ Index ‘ Transition

start_xtl_system

create(l, Init, [Init-alice, Recp-bob])

create(2, Recp, [Init-alice, Recp-bob])

start

gen(1l, key, fresh(1))

send(1, [pk(bob), pk(alice), enc(pk(alice), enc(sk(bob),
[pk(alice), fresh(1)1))1)

7 recv(2, [pk(bob), pk(alice), enc(pk(alice), enc(sk(bob),
[pk(alice), fresh(1)1))1)

| O | W N —

Table 8: Example trace of XTL model generated from Listing 10

6.3 lisb-Backend (dy2lisb)

The Prolog translation shown in Section 6.2.3 closely follows the term-based model defined
in Section 4. This is possible because the Prolog language provides the ability to freely
generate nested terms and to mix predicates and actions while still backtracking when
an inner predicate fails. Despite the B language offering set theory to easily replicate
mathematical models, its additional features are distinctly lacking. Sequentially executing
interleaved actions and predicates is difficult and recursive data structures require freetypes,
which lack compatibility with other parts of the PROB toolchain. This makes a straight-
forward translation, as demonstrated in Section 6.2.3, infeasible and forces exploration of
workarounds for those quirks. Additionally, due to the support for multiple output formats,
the dy2lisb backend can be configured with multiple flags to control the translation and to
make it fit the desired output format.

6.3.1 B representation of the Dolev-Yao model

As the B language requires that every identifier is statically typed we first define the types
used in the model, as shown in Listing 25. The SETS clause is used to define new enumeration
types, while the FREETYPES clause is used to define freetypes, which are further explained
in Section 6.3.2. Like in the XTL representation, there is the phase type and a listing of
all agents, roles and wvartables used in the protocol. But the action list is something new.
In the XTL implementation, the protocol definition contains terms describing the actions,
like send, and their arguments, for example the message pattern to be sent or received.
This is not easily replicated in B, as we cannot implement a generic operation similar to
the recursive build_term_from_pattern predicate. Thus each action is translated as a
separate B operation, which has the parameters given in the protocol description built into
its implementation. To distinguish between each action they are numbered, so the action
sequence generate, send, receive of a protocol role Init would become Init_1_generate,



e e e e e =

e e e e e

38 6 TRANSLATION

Init_2_send and Init_3_receive.

Listing 25: Types in the B machine for the visualization preset

SETS
PHASE = {Create, Run, Done};
AGENT = {Alice, Bob, Compromisedl, Compromised2};
/% these are protocol dependent: */
ROLE = {Init, Recp};
ACTION = {Init_1_generate, Init_2_send,
Recp_1_receive, ThreadDonel;
VARIABLE = {Init_key, Recp_x}
FREETYPES
TERM = PublicKey (AGENT),
SecretKey (AGENT) ,
Key(AGENT*AGENT),
Enc(struct (key: TERM, term: TERM)),
Seq(seq(TERM)),
Fresh (NATURAL1),
Hash (TERM)

The CONSTANTS clause contains the protocol, the maximum thread count, the set of com-
promised agents, the inverse key function and the set of valid role-to-agent mappings for
thread creation. The role-to-agent mappings are written down explicitly to reduce the
number of equivalent threads, es explained in Section 9.2. When declaring constants, it is
also required to add a PROPERTIES clause, which types all constants and gives them values.
In B this looks like Listing 26 for the example protocol from Listing 10.

Listing 26: Constants in the B machine for the visualization preset

CONSTANTS

MaxThreads,

Protocol,

InverseKey,

CompromisedAgents,

ValidSubs

PROPERTIES

MaxThreads=2 &

Protocol={

(Init, [Init_1_generate, Init_2_sendl]),
(Recp, [Recp_1_receivel)

} &

InverseKey=
%(k).(k:ran(PublicKey) | SecretKey ((PublicKey~)(k))) \/
%(k).(k:ran(SecretKey) | PublicKey ((SecretKey~)(k))) \/
h(k).(k:ran(Key) |k) &

CompromisedAgents={Compromisedl, Compromised2} &

ValidSubs={

{(Init, Alice), (Recp, Bob)},




20:
21:
22:
23:

NN NN N = e e e e e e e
O HEH OO XTI W o

© 0N g kW

6.3 lisb-Backend (dy2lisb) 39

{(Init, Alice), (Recp, Compromisedl)},
{(Init, Compromisedl), (Recp, Alice)},
{(Init, Compromisedl), (Recp, Compromised2)}

The state variables are identical to the data saved in the XTL state, but structured a
bit differently. Instead of one big list containing all thread data in one term, the B
representation splits them up into different variables, each containing a part of the data in
a function indexed by the thread identifier. This simplifies the access patterns and also
separates variables that rarely change from the ones that have to change a lot, thus helping
PRrROB’s internal optimizations. The definitions are shown in Listing 27. All state variables
are listed in Table 9.

Listing 27: Variables in the B machine for the visualization preset

VARIABLES
phase,
threads,
thread_actions,
thread_memory,
adversary_knowledge,
next_fresh

INVARIANT
phase : PHASE &
threads:seq(struct(role:dom(Protocol), sub:dom(Protocol)+->AGENT)) &
thread_actions:dom(threads)-->seq(ACTION) &
thread_memory:dom(threads)-->(VARIABLE+->TERM) &
adversary_knowledge<:TERM &
next_fresh:NATURAL1

INITIALISATION
phase := Create ||
threads := {} ||
thread_actions := {} ||
thread_memory := {} ||

adversary_knowledge PublicKey [AGENT] \/

SecretKey [CompromisedAgents] \/
Key [CompromisedAgents*AGENT] \/
Key [AGENT*CompromisedAgents] ||

next_fresh := 1
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B state variable Description ‘
phase Phase of protocol execution, either Create, Run or Done
threads The starting parameters of the currently running threads
thread_actions The list of actions for each thread that need to be executed
thread_memory Thread-local memory of each thread

adversary_knowledge | List of terms that are known to the adversary

next_fresh Counter to help generate unique terms

Table 9: B state variables for the visualization preset

The phase variable states the current phase of protocol execution and either allows thread
creation or action execution. threads contains the list of the starting parameters of each
thread. The index in this sequence determines the numerical thread identifier of each thread.
thread_ actions and thread memory save the runtime state of each state, this being its
action sequence and its memory respectively. The adversary knowledge set keeps tracks of
all terms that the adversary managed to collect during execution. It starts out containing
all public keys and the secret and shared keys of all compromised agents. Similar to the
XTL state, the next fresh variable is a global counter used to generate unique fresh values.

Operations can be separated into static ones, that are always the same for all protocols, and
the protocol dependent ones, that are generated especially for the protocol at hand. The
static operations are the lifecycle operations create, which creates a new thread, start,
which transitions into the Run phase, finish_thread to mark the termination of a thread,
and finish, which marks the whole protocol execution as Done. The implementations are
shown in Listing 28.

Listing 28: Static operations in the B machine for the visualization preset

create(tid, role, sub) =
SELECT phase=Create &
tid=size(threads)+1 &
tid<=MaxThreads &
role:dom(Protocol) &
sub:ValidSubs

THEN
threads (tid) := rec(role: role, sub: sub) ||
thread_actions (tid) := Protocol(role) <- ThreadDone ||
thread_memory (tid) := {}
END;
start =
SELECT phase=Create THEN
phase := Run
END;
finish =

SELECT phase=Run &
ran(thread_actions)={[]}
THEN
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phase := Done
END ;
finish_thread(tid) =
SELECT phase=Run &
tid:dom(threads) &
{ThreadDone}=thread_actions (tid) [{1}]
THEN
thread_actions (tid) := []
END

The final static operations are the unpack and decrypt operations, which have no coun-
terpart in the XTL representation, and allow the adversary to unpack Seq terms and to
decrypt Enc terms using their keys — implementing one half of the term derivation relation.
The other half is implemented in the receive operations. This split is necessary, because
checking if a given term can be derived from the current adversary knowledge is a recursive
operation for the given term, and for each term contained in the adversary knowledge. So
the work is separated, each term added to the adversary knowledge is split as far as possible
into its smallest constituents and when generating a message term to receive, only this
message has to be broken down for checking of derivability, not each term in the adversary
knowledge. The implementations are shown in Listing 29.

Listing 29: Static term inference operations in the B machine for the visualization preset

unpack (term, unpacked) =
SELECT phase=Run &
term:adversary_knowledge &
term:ran(Seq) &
unpacked=ran ((Seq~) (term))\adversary_knowledge &
unpacked/={}
THEN
adversary_knowledge := adversary_knowledge\/unpacked
END;
decrypt (term, key, decrypted) =
SELECT phase=Run &
term:adversary_knowledge &
term:ran(Enc) &
decrypted=(Enc~) (term)’term &
LET enc_key BE
enc_key=(Enc~) (term) ’key
IN
enc_key:dom(InverseKey) &
key=InverseKey (enc_key) &
key:adversary_knowledge
END &
decrypted/:adversary_knowledge
THEN
adversary_knowledge := adversary_knowledge\/{decrypted}
END
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While the XTL operations are generic and the message patterns are passed via the actions,
each protocol action for each role is translated into a unique operation which has the message
pattern and the generation of the message term encoded into it. This is again caused by
the difficulty of implementing the derivation of the message pattern into possibly multiple
valid message terms. The generate operations work similar to the XTL implementations:
pop the action from the thread_actions list, make a new term of type Fresh, increment
next_fresh and save it to thread_memory under the matching key. The send operations
creates the message term directly and adds it to the adversary knowledge after popping the
action value. Both implementations can be seen in Listing 30.

Listing 30: Exemplary protocol operations in the B machine for the visualization preset

Init_1_generate(tid, var, term) =
SELECT phase=Run &
{Init_1_generate}=thread_actions (tid) [{1}] &
tid:dom(threads) &
var=Init_key &
term=Fresh(next_fresh)
THEN
thread_actions(tid) := tail(thread_actions(tid)) ||
thread_memory (tid) (var) := term ||
next_fresh := next_fresh+1
END;
Init_2_send(tid, term) =
SELECT phase=Run &
{Init_2_send}=thread_actions (tid) [{1}] &
tid:dom(threads) &
term=Seq ([
PublicKey (threads (tid) >sub(Init)),
PublicKey (threads (tid) ’>sub (Recp)),
Enc(rec(
key: PublicKey (threads(tid) ’>sub(Recp)),
term: Enc(rec(
key: SecretKey(threads(tid)’sub(Init)),
term: Seq ([
PublicKey (threads (tid) ’>sub (Recp)),
thread_memory (tid) (Init_key)
D
))
))
D
THEN
thread_actions (tid)
adversary_knowledge
END

tail (thread_actions (tid)) ||
adversary_knowledge\/{term}

In contrast to the previous action implementations, the receive operations are extensive.
After popping the action value, the message to be received is built up, subterm by subterm,
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from the inside out. This uses nested LET substitutions for each term and ANY substitutions
for nondeterminism to mimic Prolog’s backtracking. Nondeterminism is required for
variables in the message pattern: they could be set to any existing fresh value or the
adversary could generate a new fresh value. But the act of generating a new fresh value
requires changing the current state, as the global counter next fresh needs to be updated
and the newly generated value needs to be added to the adversary knowledge. The following
substitutions need to use the updated state variables, and so all the following subterm
generators are nested inside a LET binding, which keeps track of the current transient state
variables, whose changes are not yet committed. After all subterms have been generated,
the execution worked through many layers of nested LET blocks and each subterm is saved
in a binding called termN. The innermost action is a SELECT statement, which checks if
the message term that was just generated is derivable by the adversary, before finally
committing and setting the state variables. Selected parts of the implementation are shown
in Listing 31.

Listing 31: Parts of a receive operation in the B machine for the visualization preset

/* creating a public key term */

LET term3,adversary_knowledged ,next_fresh3 ,thread_memory3 BE
term3=PublicKey (threads (tid) ’sub(Recp)) &
adversary_knowledge3=adversary_knowledge2 &
next_fresh3=next_fresh2 &
thread_memory3=thread_memory2

IN ... END

/* nondetermism to choose a fresh walue for a wvariable */
ANY create_new6 WHERE create_new6:BO0L THEN
ANY term6 WHERE
term6:IF create_new6=TRUE THEN
{Fresh(next_freshb5)}
ELSE
{tlt:ran(Fresh) &
(Fresh~)(t):1..next_fresh4}
END
THEN
LET adversary_knowledge6 ,next_fresh6 ,thread_memory6 BE
adversary_knowledge6=IF create_new6=TRUE THEN
adversary_knowledge5\/{term6}
ELSE
adversary_knowledgeb
END &
next_fresh6=IF create_new6=TRUE THEN
next_freshb5+1
ELSE
next_freshb
END &
thread_memory6=thread_memoryb <+
{(tid, thread_memory5(tid) <+
{(Recp_x, term6)})}
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IN
END
END

END

/* committing to the generated term
SELECT terml0:adversary_knowledgelO
(terml:adversary_knowledgelO &

term2:adversary_knowledgelO &
(term9:
(term3:
(term8:
(term4:
(term7:
(termb:

adversary_knowledgelO
adversary_knowledgelO
adversary_knowledgelO
adversary_knowledgelO
adversary_knowledgelO
adversary_knowledgelO

or
&
or
&
or
&

*/

or

term6:adversary_knowledgel0))))))) &
term=terml0

THEN

adversary_knowledge := adversary_knowledgelO ||

next_fresh := next_fresh10 ||
thread_memory := thread_memoryl0

END

6 TRANSLATION

Instead of using nested LET statements, one could replace them with a VAR block that defines
each termN variable and contains sequential compositions to do each nested operation in
sequence. This however would cause problems with the TLA™T translation, as sequential
statements are not supported in TLAT. Each TLA™ operation is effectively a single
before-after-predicate, and so the sequential substitutions have to be rewritten to parallel
substitutions by TLC4B anyway. But the algorithm applied in TLC4B is quite brittle and
manually implementing the translation saves the trouble.

When animating the B model a trace is generated, an example of which can be seen in

Table 10.
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’ Index ‘ Transition

1 SETUP_CONSTANTS

2 INITIALISATION

3 create(tid=1, role=Init, sub=(Init|->Alice), (Recpl|->Bob))

4 create(tid=2, role=Recp, sub=(Init|->Alice), (Recp|->Bob))

) start

6 Init_1_generate(tid=1, var=Init_key, term=Fresh(1))

7 Init_2_send(tid=1, term=Seq((1|->PublicKey(Alice)),
(2] ->PublicKey(Bob)), (3|->Enc(rec(key:PublicKey(Bob),
term:Enc(rec(key:SecretKey(Alice), term:Seq((1|->PublicKey(Bob)),
(2]->Fresh(1))))))))))

8 finish_thread(tid=1)

9 Recp_1_receive(tid=2, term=Seq((1|->PublicKey(Alice)),
(2] ->PublicKey(Bob)), (3|->Enc(rec(key:PublicKey(Bob),
term:Enc(rec(key:SecretKey(Alice), term:Seq((1|->PublicKey(Bob)),
(2]->Fresh(1))))))))))

10 finish_thread(tid=2)

11 finish

Table 10: Example trace of B model generated from Listing 10

6.3.2 Freetypes and alternative representation

Classical B does not support freetypes and Event-B supports recursive or inductive datatypes
only via the theory plugin. But the PROB flavor of classical B adds support for them®.
Freetypes are declared in a new section, fittingly called FREETYPES. Each freetype definition
has a name and contains a list of constructors that are either blank identifiers or contain
a set denoting the parameter type in parentheses. An example definition can be seen in
Listing 32.

Listing 32: Freetype to define a linked list in PROB

FREETYPES
IntList = inil,
icons (INTEGER*IntList)

When working with freetypes, the name identifier can be used like a set containing all possible
values of the declared freetype for membership tests in typing predicates. Constructors
represent the distinct subtypes of a freetype and are used to create a value of that subtype.
In the semantic of B they are constant values if they have no parameter. Those constructors
can be used as-is. When they do have parameters, they act like a total function from
the parameter type of the constructor to the freetype. Calling such a constructor like a

4please refer to https://prob.hhu.de/w/index.php?title=Free_Types for more information
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function, with a value of the declared parameter type, yields a freetype value containing the
passed parameter value. Using the reverse operator ~ creates a function that can extract
the parameter value from a freetype value of that subtype. A usage example of the linked
list freetype looks like Listing 33.

Listing 33: Using the linked list freetype from Listing 32

VARIABLES 1
INVARIANT 1 : IntList

INITIALISATION 1 := inil
OPERATIONS
add(i) = SELECT i : INTEGER THEN 1 := icomns(i, 1) END;
pop = SELECT 1 : ran(icons) THEN 1 := prj2(icons~(1l)) END;
i <-- peek = SELECT 1 : ran(icons) THEN 1 := prjl(icons~(1l)) END

But union types and recursive types are not supported by Event-B or TLA™, thus an
alternative representation is needed. The general idea is to save all freetype values ever
created in a global table and all references to that value use its table index. This only works
if all freetype constructor parameter types are compatible with INTEGER, which is the case
for our linked list example. A rewrite of the prior example can be seen in Listing 34.

Listing 34: Implementing the linked-list freetype using classical B

SETS IntListType = {inil, icomns}
VARIABLES IntList, 1
INVARIANT
IntList : seq(IntListType*seq(INTEGER)) &
'(fv).(fv : ran(IntlList) =>
(fv = (inil, []) or
(prjl1(fv)=icons & size(prj2(fv))=2 &
prj2(£fv)(2) : dom(IntlList)))) &
1 : dom(IntList)

INITIALISATION IntList := [(inil, []1)]; 1 := 1
OPERATIONS
add (i) = SELECT i : INTEGER THEN
IntList := IntList<-(icomns, [i, 11);
1 := size(IntList)
END;
pop = SELECT prj1(IntList(l)) = icons THEN
1 := prj2(IntList(1))(2)
END;
i <-- SELECT prj1(IntList(l)) = icons THEN
i := prj2(IntList (1)) (1)
END

But this representation has a problem, no value added to the global table is ever removed.
This is a memory leak and can be mitigated partially by checking if a value already exists in
the table before adding a new entry, as demonstrated in Listing 35. However, the approach
only takes care of not adding duplicate values, but unused values are still never deleted,
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which would require an implementation of automatic memory management like reference
counting or garbage collection. Note how the required B code to create a freetype value got
larger for just one layer of freetype, doing this for a deeply nested recursive freetype like a
message term used in a send operation becomes rather excessive.

Listing 35: Partially mitigating the memory leak of Listing 34
add (i) = SELECT i : INTEGER THEN

LET fv BE fv = (icoms, [i, 1]) 1IN
IF fv : ran(IntList) THEN

1 := IntList~(fv)

ELSE
IntList := IntList<-fv;
1 := size(IntList)

END
END
END

The dy2lisb backend uses freetypes to represent terms, which looks like Listing 36.

Listing 36: Freetype representation of Dolev-Yao terms

SETS
AGENT = {Alice, Bob, Compromisedl, Compromised2, ...}
FREETYPES
TERM = PublicKey(AGENT),
SecretKey (AGENT) ,
Key (AGENT*AGENT) ,
Enc(struct (key: TERM, term: TERM)),
Seq(seq(TERM)),
Fresh (NATURAL1),
Hash (TERM)

But toggling the :use-freetypes option makes the translation compatible with Event-B
and TLAT by using the representation in Listing 37. Note that the user-defined enumerated
set, AGENT got reduced to a set of integers. This is necessary to fit all data into a sequence
of integers, but reduces the comprehension of term values for users. Additionally all keys
have to be precomputed because they are needed in the Properties clause to define the
InverseKey function.

Listing 37: Freetype representation of Dolev-Yao terms

SETS
TERM = {PublicKey, SecretKey, Key, Enc, Seq, Fresh, Hash}
CONSTANTS AGENT

PROPERTIES

AGENT = {1, 2, 3, 4, ...}
VARIABLES all_terms
INVARIANT

all_term : seq(TERM*seq(NATURAL1))
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6.3.3 Records and alternative representation

Record, or equivalently structs, are a way to group data of different types together. Each
entry has a distinct name, which is needed to access it from the record value. As opposed
to sets and freetypes, a record does not have to be declared in a separate section of the
machine. They can just be used in predicates and expressions. To create a new record,
one has to use the syntax rec(<entryl>:<valuel>, ...), and the set of all records with
a specific signature can be written as struct (<entryl>:<typel>, ...). The entries of a
record can be accessed with the single quote and the entry name, which looks like r’e. An
example can be seen in Listing 38.

Listing 38: Using records in PROB

VARIABLES x
INVARIANT x : struct(a:INTEGER, b:BOOL, c:POW(INTEGER))

INITIALISATION x := rec(a:0, b:FALSE, c:{})

OPERATIONS
set_a(i) = SELECT i : INTEGER THEN x’a := i END;
toggle_b = BEGIN x’b := {(TRUE,FALSE), (FALSE,TRUE)}(x’b) END;
add_c (i) = SELECT i : INTEGER THEN x’c := x’c \/ {i} END

However, Event-B does not support records. But an equivalent representation exists using
tuples or nested pairs, as records and tuples are just ordered lists of heterogeneous values.
The tuple (x1, x2, ..., xN) is represented internally as ((x1, ..., xN-1), xN), which
is represented internally as (((x1, ..., xN-2), xN-1), xN) and so on. Thus accessing
the values inside becomes harder, as one must use the prj1 and prj2 functions to navigate
the nested pairs, and it is impossible to override parts of the tuple with a special syntax
like for records. The last value in the tuple can be accessed with prj2, but the first one
has to be accessed with n — 1 nested prj1 calls, where n is the size of the tuple. This is
demonstrated in Listing 39.

Listing 39: Using tuples to represent the record in Listing 38

VARIABLES x
INVARIANT x : INTEGER*BOOL*POW(INTEGER)
INITIALISATION x := (0, FALSE, {})
OPERATIONS

set_a(i) = SELECT i : INTEGER THEN

x = (i, prj2(prji1(x)), prj2(x))
END ;
toggle_b

LET binv BE

binv = {(TRUE,FALSE), (FALSE,TRUE)}(prj2(prj1(x)))
IN

x := (prjl(prj1(x)), binv, prj2(x))
END ;
add_c (i) = SELECT i : INTEGER THEN

x = (prjl(prji(x)), prj2(prji(x)), prj2(x) \/ {i})

END
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The dy2lisb backend uses records by default for the implementation of encrypted messages
and the thread initialization parameters. The option :use-records can be used to disable
this feature and to replace all usages with tuples.

6.3.4 Other feature flags

The dy2lisb backend supports even more flags to change the translation behavior.

:use-sequences PROB supports sequences, which are a special type of function from the
natural numbers to some range. The domain is always a finite interval 1..n, so they work
like arrays or lists in other programming languages. They can be written as a sequence
literal with square brackets: [1, 2, 3]. Event-B lacks support for sequences, but lisb’s
translation to Event-B can replace all usages of them with special constructs, that mimic
the semantic of PROB’s sequences. If that is not satisfactory, they can also be turned off by
disabling the :use-sequences flag. This will replace all usages of seq(T) with NATURAL1
+-> T, while ignoring the additional domain constraints.

:use-infinite-sets As PROB is a constraint solver and thus supports symbolic tech-
niques, infinite sets are usually not a problem. But the TLC model checker for TLA™ is
sensitive to infinite sets and does not allow explicit set operations with them. If — like in
this case — infinite sets cause problems they can be replaced with finite equivalents. This is
important for the built-in sets INTEGER and NATURAL, which have finite counterparts INT
and NAT. The preferences MIN_INT and MAX_INT control the size of those alternatives.

:use-complex-lhs-assignment This flag toggles whether the left-hand side of an assign-
ment may use complex expressions to override specific function or record entries. PROB
supports them even when they are nested, like in this assignment which shows up in the
generate operation: thread_memory(tid) (var) := value. Event-B however, does not
support them, and thus they need to be rewritten to use the functional override <+. The ex-
ample now becomes thread_memory := thread_memory <+ {(tid, thread_memory(tid)
<+ {(var, value)})?}.

:use-eventb-prj Classical B’s prj1 and prj2 functions are not generic, they need to be
instantiated with the type of the tuple one is trying to unpack: prj1(INTEGER, BOOL) ((1,
TRUE)). This is very verbose and thus Event-B made the tuple projections generic, which
allows just passing the tuple value. PROB implements such generic projections as well, and
the corresponding dy2lisb option is enabled by default.
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:use-if-pred The IF-THEN-ELSE construct can be used in multiple contexts in PROB:
in an operation as a substitution, and as an expression or predicate that returns values.
But they are not natively supported by Event-B. Especially IF-predicates break some
assumptions made in the PROB toolchain and do not work with Event-B, thus they are
disabled by default and replaced with IF-expressions instead.

:visualization FEnabling the visualization flag adds the definitions required to gener-
ate the UML sequence chart, as explained in Section 7.3.2. Those definitions get all their
data about the state of the model from operation calls and their parameters, so additional
parameters are added to existing operations and some new operations are added that are
used to mark the completion of a thread.

6.3.5 The dy2lisb presets

visualization The visualization preset’s goal is to allow for easy visualization and
manual animation. Thus, the :visualization flag is enabled to allow generation of the
UML sequence chart and the :use-freetypes and :use-records flags are enabled as well
to allow the user to better comprehend the state of the model while animating.

b The b preset is aimed at compatibility with the PROB toolchain. It does not use
freetypes or records.

tla TLA™T supports records natively, thus this preset extends the b preset with the
:use-records flag enabled.

eventb This preset is used together with the eventb output mode and copies the b preset,
while disabling the :use-complex-lhs-assignment flag.
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7 Applying the PROB toolchain

7.1 Translating classical B to Event-B

lisb is capable of outputting an Event-B project in addition to classical B [AK24]. This
can be used by setting the eventb output mode when using dy2prob. An overview of the
translation process can be seen in Figure 4.

Internal representation

Event-B backend

dy2lisb backend

@zed for Event-B

lisb

Event-B project

Figure 4: Event-B translation process

lisb will export an Event-B machine and a context. The machine contains all state variables
and operations, while the context contains all sets and constants. As the Event-B language
has fewer features than the PROB flavor of classical B, the representation for compatibility
— no records and no freetypes — has to be used as the source for the translation. The missing
features are freetypes, records and nested assignments for functions. While freetypes could



52 7 APPLYING THE PROB TOOLCHAIN

be implemented with the Event-B theory plugin [BM13], there was no lisb support for
interfacing with the Event-B theory plugin at implementation time.

But the biggest difference compared to classical B is the non-existence of IF and LET
constructs. All LETs can be implemented by syntactically replacing all usages of the
declared local variables with their value, which increases the size of the nested expression
or statement when the local variable is used multiple times. For the IF construct there
are multiple possible translations depending on the context. An IF predicate can be
replaced with a logical formula: IF P THEN P1 ELSE P2 END becomes P => P1 & not(P)
=> P2, whereas an IF expression can be implemented with a trick utilizing lambdas: IF P
THEN E1 ELSE E2 END becomes (%(t).(t : {true} & P | E1) \/ %(t).(t : {true}
& not(P) | E2))(true). When an IF P THEN S1 ELSE S2 END construct is used in a
substitution, the containing event has to be cloned, with one event adding the condition
P into its guard and replacing the IF with the S1 substitution, and the other one adding
not (P) into its guard and replacing itself with the S2 substitution or a skip if the IF had
no ELSE clause. This also has the potential to blow up the size of an Event-B machine
when many IF constructs are used.

To access the generated Event-B projects one needs to use RODIN. RODIN has no support
for animation or model checking by default, but using the PROB RODIN plugin adds the
PROB interface into RODIN and allows model checking and animating the machine, as
demonstrated in Figure 5. RODIN intends for users to use its interactive proof system to
validate the model, and a lot of proof obligations are generated for the Dolev-Yao model,
although most of them do not pass by default. Trying to manually prove them is very
difficult however, the invariants and guards need to be strengthened.

It is also possible to use the PROB Java API to import the generated Event-B model
directly, which is used for testing of the dy2lisb backend.
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Figure 5: Animating an Event-B model with RODIN and the PROB plugin

7.2 Translating classical B to TLA™

The classical B representation can be translated into TLAT using the TLC4B [HL14]| library,
which is implemented into PROB2-UI and into PROB Tcl/Tk, and then model checked
with TLC. As the TLA™ language supports records natively, there exists a t1a preset which
keeps those enabled for a performance improvement when model checking. An overview of
the translation process can be seen in Figure 6.
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Figure 6: TLAT translation process

When using PROB2-UI it is possible to select the output path of the generated TLA™
module and thus preserve it for manual checking afterwards. For this feature to work, one
has to create a new TLC model checking task with the Save generated files option enabled,
and select a folder with the path input next to it. This and the general user interface can

be seen in Figure 7.
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When saving the generated files it becomes possible to inspect and model check the TLA™

module. An exemplary TLC model check can be seen in Figure 8.
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Figure 8: TLC model checking of the generated TLAT module

7.3 Animation and Visualization

Animation and visualization are two techniques usable in PROB to allow a better under-
standing and manual verification of formal models. Especially the classical B representation
generated using the visualization preset is suitable for animation and visualization using
the two PROB Uls. Additionally, a trace can be visualized as a UML sequence diagram,
with special support to show the communication between the agents and the adversary.

7.3.1 Animation

While explicit state model checkers verify the whole state-space and produce a result, an
animator allows the user to manually explore the state-space by selecting a transition
from all that are possible in each state and allowing deeper inspection of all variables
and constants. A user can verify if a specific trace exists or if all expected transitions are
available in some state.

ProB2-UI allows all this and more: it is possible to do random animation or to execute
a transition given a predicate for the resulting state or parameters. The user interface is
shown in Figure 9.
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Figure 9: Animation and history view in PROB2-UI

The operations view on the left side lists all known transitions with their current status. If
they are disabled — their guard predicate evaluates to false — they are shown with a red
blocker icon. When there exists an assignment of parameters to satisfy the guard predicate,
all computed parameter assignments are shown and the operation has a green play button
as an icon. The desired transition can then be executed by clicking on it.

7.3.2 Visualization of traces using UML sequence charts

Another tool to help manual inspection of model properties is visualization. It entails
the generation of a graphical image to explain the current state of the system. It even
allows the user to interact with it by clicking, an idea which is explored by VisB [WL20].
But it is also possible to visualize a whole trace, for example using UML sequence charts
generated by plantuml®. PROB contains functionality to generate a UML sequence chart
using special entries in the DEFINITIONS section of the B machine. A visualization of the
example protocol Listing 10 can be seen in Figure 10. This graphic will update dynamically
when animating the model.

*https://plantuml.com/
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Figure 10: UML sequence chart in PROB2-UI

To configure this visualization, a definition entry needs to be created for each transition.
The entry must have the form SEQUENCE_CHART_<operation name>(<args>) == <value>,
where value can be a string in plantuml syntax® or structured data in the form of a tuple
or record that configure the generated text and arrows. When generating a sequence chart,
PROB will examine the history up to the current state and generate a line of plantuml
description for each transition in it, which gets send to the plantuml application for rendering.
A more extensive documentation is available in the PROB Wiki’.

An example can be seen in Listing 40. This makes extensive use of the external functions
TO_STRING and FORMAT_TO_STRING to build the desired strings at runtime from the operation
parameters. PROB supports template strings which would simplify this code, but lisb does
not yet support them at this time.

Listing 40: UML sequence chart definitions generated for the protocol in Listing 10

SEQUENCE_CHART_SETUP_CONSTANTS == "header simple_example";
SEQUENCE_CHART_INITIALISATION == "participant \"Adversary\" as
Adversary\n== Initialisation ==";

SEQUENCE_CHART _create(tid, role, sub) ==
FORMAT_TO_STRING("Adversary -> \"~w\" *x : create: ~w",
[FORMAT_TO_STRING("Actor ~w (~w/~w)", [TO_STRING(sub(role)),
TO_STRING (role), TO_STRING(tid)]), TO_STRING(sub)]l);

Shttps://plantuml.com/guide
"https://prob.hhu.de/w/index.php?title=Generating_UML_Sequence_Charts
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: SEQUENCE_CHART_start == "== Start ==";

5. SEQUENCE_CHART_finish == "== Done ==";

6: SEQUENCE_CHART_finish_thread(tid) == FORMAT_TO_STRING("Adversary ->
\"~w\" !'! : done", [FORMAT_TO_STRING("Actor ~w (~w/~w)",

[TO_STRING(threads (tid) >sub(threads (tid) ’role)),
TO_STRING (threads (tid) >role), TO_STRING(tid)1)1);

7: SEQUENCE_CHART _unpack (term, unpacked) ==
FORMAT_TO_STRING("Adversary --> Adversary : unpack: ~w\nnote
left : New Adversary Knowledge:\\n~w", [TO_STRING(term),
TO_STRING (unpacked)]);

8: SEQUENCE_CHART_decrypt (term, key, decrypted) ==
FORMAT_TO_STRING("Adversary --> Adversary : decrypt with ~w: ~
w\nnote left : New Adversary Knowledge:\\n~w", [TO_STRING (key),
TO_STRING (term), TO_STRING(decrypted)]);

9: SEQUENCE_CHART_Init_1_generate(tid, var, term) ==
FORMAT_TO_STRING("\"~w\" -> \"~w\" : generate: ~w=~w",
[FORMAT_TO_STRING ("Actor ~w (~w/~w)",

[TO_STRING (threads (tid) >sub(threads (tid) >role)),
TO_STRING (threads (tid)’role), TO_STRING(tid)]),
FORMAT_TO_STRING ("Actor ~w (~w/~w)",
[TO_STRING(threads (tid) >sub(threads (tid) ’role)),
TO_STRING (threads (tid) >role), TO_STRING(tid)]), "key",
TO_STRING (term)]);

10: SEQUENCE_CHART_Init_2_send(tid, term) == FORMAT_TO_STRING("\"~w\" -
> Adversary : send: ~w", [FORMAT_TO_STRING("Actor ~w (~w/~w)",
[TO_STRING (threads (tid) >sub(threads (tid) >role)),
TO_STRING(threads (tid) ’role), TO_STRING(tid)]),

TO_STRING (term)]);

11: SEQUENCE_CHART_Recp_1_receive(tid, term) ==
FORMAT_TO_STRING ("Adversary -> \"~w\" : receive: ~w",
[FORMAT_TO_STRING("Actor ~w (~w/~w)",
[TO_STRING(threads (tid) >sub(threads (tid) ’role)),

TO_STRING (threads (tid) ’role), TO_STRING(tid)]),
TO_STRING (term)]);

Another feature for visualization is the HTML export functionality. It allows one to export
a trace as an interactive HT'ML page, which supports replaying the trace while inspecting
the visualization, as shown in Figure 11.
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Figure 11: HTML trace export generated by PROB

7.4 Model checking

All generated models can be checked using the PROB explicit state model checker, and the
B models can also be checked with the LTSmin [Kan+15] and TLC model checkers [Lam99].
As the protocol properties are encoded as state invariants, the model checker just needs to
search for invariant violations, while ignoring deadlocks, as those mean that the protocol has
finished running or can no longer progress. All the aforementioned checkers are explicit state
model checkers, so they will explore the whole state-space to find all reachable states and
check each of them individually for a violation of all required properties. If the state-space
is finite they will give an answer, barring any memory issues, after a finite amount of time.
Throughout the whole modeling process, attention has been paid to keep the state-space
finite, even though the formal model allows infinite agents and the base sets are supposed
to be infinite. Further explanation can be found in Section 9.3.
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The LTSmin model checker is currently only accessible from PROB’s Tecl/Tk user interface,
while the other model checkers can be accessed from PROB2-UI as well. Figure 12 shows the
PrOB model checking interface which is used to configure model checking of the classical B,
Event-B and XTL models, while Figure 7 shows the TLC model checker which can only be
applied to the classical B model, preferably the one generated with the t1la preset. To run a
model checking job in PROB2-UI, one has to access the Verifications tab in the main view
and then navigate to the Model Checking tab within it. There is a button, marked with an
image of a plus, to add a new model checking task, which opens the configuration window
shown in Figure 12. After adding the job, it can be saved in the current project and re-run
when desired with the run button, marked by a checkmark. After the model checking task
has finished, the result will be displayed in the Status column and some statistics are visible
below. If a state was found that breaks a required property of the model, like an invariant
violation or a deadlock, it can be inspected by clicking on the Show trace button in the
errors table.

Model Check x

ProB | TLC
Search Strategy: | Mixed BF/DF w

Search for Errors:

(O Find Deadlocks

() Find Invariant Violations

€9
() Find B ASSERTION Violations
(&) Find Other Errors

Search for Goals (Stopping Conditions):

(0 stop when all operations covered

O states Limit:

(O Time Limit (in seconds):

(O Find GOAL (DEFINITIONS or custom)

Validation task ID: |

[ Model Check ][ Cancel ]

Figure 12: PROB model checking with PROB2-UI
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8 Improving the PROB toolchain

In the course of implementing dy2prob according to the previous specifications, some
roadblocks were encountered. Missing features had to be added to different parts of the
PROB toolchain to make the B and XTL machine generation possible.

The heart of the PROB is PROB Core, the model checker, animator and constraint solver
implemented in Prolog. To improve the animation of XTL and B models, the pretty-printer
was improved, it will now always print XTL values as Prolog would, and even print B sets
as sequences where possible. These changes are released as version 1.15.0 of the PRoB CLI.

The parser library probparsers is implemented in Java and parses B machine text files into
abstract syntax trees (AST). But it also has a pretty-printer for B which can generate a
textual representation of an AST. Furthermore, it has a Prolog term reader and writer
implementation, used to facilitate communication with the PROB core from the Java
world. Here the pretty-printer was updated to support all syntax constructs, to improve
indentations and to fix some whitespace issues, which allows lisb to print LETs and IFs in all
contexts. The Prolog library was equipped with the ability to print Prolog lists written with
a tail, for example [H1, H2 | T]. This was needed to generate the XTL representation.
These changes are part of the 1.15.0 version of the PROB CLI and were released as version
2.15.2 of the probparsers project.

The PROB Java API sits on top of the PROB core and allows Java-to-Prolog interoperability.
Using this API, PROB2-UI was built as a replacement for the older PROB Tcl/Tk editor.
During the work on this thesis, the visualization functionality was made more generic to
support the plantuml visualization for the UML sequence chart, which also required changes
in the PROB Java API. These changes are part of the 1.15.0 version of the PROB CLI
and were released as version 4.15.0 of the PROB Java API. There is currently no released
version of PROB2-UI that contains all these changes, to obtain them is necessary to run
the specific commit 4876b4d® from source.

The TLC4B and TLA2BAST Java libraries are used for the translation of TLA™ code to
B and vice-versa. To allow TLC model checking of the generated Dolev-Yao B machine,
TLC4B was modernized, similar to the probparsers pretty-printers, to support all LET and
IF constructs. Additionally, the algorithm for functions on the left-hand side of assignments
was improved to support nested functions and records. To allow the back-translation of the
generated TLA™ specification into B, the type inference of TLA2BAST was refactored and
massively improved. These changes are released as version 1.4.2 of TLA2BAST and 1.2.2
of TLC4B, which are not part of the 1.15.0 version of the PROB CLI.

The biggest changes were made to lisb’s Event-B backend. On the one hand the prj1
and prj2 functions were not supported in their generic form for B machines and for back-
translation, and on the other hand the Event-B backend lacked support for IF and LET

8https://gitlab.cs.uni-duesseldorf.de/stups/prob/prob2_ui/-/commit/4876b4d5ad7e7a75a48
b82b419e753804c747bde
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constructs in all contexts. Both of these were implemented, which required a rewrite of
the classical B to Event-B translation. These changes are not yet merged, but a pre-built
version is available and used in the 1ib directory of the dy2prob repository”.

Having a working implementation now, it is possible to compare the results of the automatic
B and XTL machine generation with each other and with existing tools.

“https://gitlab.cs.uni-duesseldorf.de/stups/abschlussarbeiten/vella-master-code
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9 Evaluation

To set up comparable conditions for any of the following benchmarks, we use PROB2-UI
and take the displayed model checking stats from the Verifications tab in PROB2-UI, as
shown in Figure 13. All benchmarks were performed using an Intel i7-1165G7 with 16 GB
RAM, the Linux operating system and the nightly version of the PROB toolchain as of
03.07.2025.

W Verifications

Model Checking | LTL/CTL | Symbolic | Proof Obligation

Configuration

+  Mixed BF/DF, Invariant check, Assertion check, Find other errors

Status Message

+  Model Checking complete. No more error nodes found.

Restart Model Checking

Time elapsed: 45.7 s

Progress: [INIIINIEGEN
Processed States: 31,144/31,144 (100%)
Total Transitions: 31,143

Memory Usage: 333 MiB

Figure 13: Taking the performance stats from the PROB2-UI Verifications interface

9.1 Reducing the state-space size with partial order reduction

To mitigate the state-space explosion problem, we can find parallel paths that contain the
same transitions in a different order and lead to the same target state. This technique is
called partial order reduction [Cla-+99] or POR for short, but in high-level formalisms like
B and TLA™ it may not have the desired effects, as shown by Korner and Leuschel [KL23].

To compare the impact of POR we perform benchmarks, putting special attention on
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measuring the model checking performance with a specific protocol. We choose the
Needham-Schroeder protocol with Lowe’s fix (see Section 9.5), processed with the b output
mode and preset for this, as it is a non-trivial protocol that fulfills both secrecy and
authentication properties, so the measured performance corresponds to an exploration of
the whole state-space.

We have three different settings we can change.

1. Setting the native PROB POR preference, which may be one of off, ample_sets,
ample_sets2.

2. Adding the phase variable and additional guards.

3. Adding additional guards during the run phase so that the term unpacking operations
are always executed in a fixed order before the protocol execution advances.

The results are shown in Table 11. It is immediately obvious that the POR preference and
the manual POR via additional guards do not improve performance at all, the runtime is
at least twice as long. The gains achieved by reducing the number of states or transitions
seem to be outpaced by the slowdown from the additional guards. Enabling the phase
variable only has a minor negative impact on performance, but it helps with animation and
debugging, so it can stay enabled by default.

POR manual manual States | Transitions Time
preference POR: POR:
phases execution

default false false 31071 37024 43.2s
(off)

default true false 31144 36793 43.9s
(off)

default false true 25667 26 142 159.4s
(off)

default true true 25740 25911 160.3 s
(off)

ample_sets | false false 31071 37024 89.0s
ample_sets2| false false 31071 37024 89.2s

Table 11: Model checking performance for different POR settings using the fixed Needham-
Schroeder protocol with the b output mode

9.2 Using symmetry reduction to remove equivalent thread initializations

Another way to mitigate the state-space explosion problem is to reduce the amount of
states that have different values for variables, that are equivalent under some notion. This
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technique is called symmetry reduction |[Leu+06; LM10; Cla+99].

In this case special attention has been given to the initialization of threads at the beginning
of protocol execution. Our notion of equality for agents is as follows: agents do not share
knowledge between protocol runs, so they are functionally identical. It does not matter
whether Alice talks with Bob or someone else, and similarly it does not matter what
roles Alice and Bob take in their protocol run. The only difference between agents is
the Compromised status, which marks agents that had their private keys breached. The
Dolev-Yao DSL introduces agents that have this property, named Compromisedl, ...,
CompromisedN and the honest agents are named Alice, Bob and so on. In theory one
honest agent and one compromised agent would suffice, but for readability and visualization
purposes, there will be as many agents as there are roles in the protocol, so the canonical
honest agent-to-role assignment consists of each distinct honest agent assigned to the roles
in an arbitrary but fixed order. This result is backed by Comon-Lundh and Cortier [CC04].

A role-to-agent assignment for a simple protocol might look like {I +— Alice, R — Bob},
which is equivalent to {I — Bob, R +— Alice}, but distinct from {I — Compromised, R — Alice}
and {I — Alice, R — Compromised}. Whereas {I — Compromised, R — Alice} is equiva-
lent to {I — Compromised, R — Bob}. In addition to that each thread also needs a role
which would double the possibility space again.

A naive assignment for this example protocol with two roles and four agents (two honest
and two compromised) for each role would create a total of 2-4-3 = 24 different assignments.
This is equivalent to drawing an ordered subset of size #Roles from #Agents elements
without duplicates (no putting back elements between draws). In general, we have for the
number of thread initializations #T1:

# Agents!

TI = les -
# #Roles (#Agents — #Roles)!

(1)

In our case of n roles and n honest and compromised agents each this simplifies to

#TI(n) =n - ok = 205 € 0((2n)).

Removing equivalent assignments according to the previous definition leaves us with 4
(Alice with Bob, Compromised with Alice, Alice with Compromised and some Compromised
agent with another Compromised agent) different assignments and thus 2 - 4 = 8 different
initializations. The internal order of honest agents and compromised agents respectively
does not matter. For each role there are two possibilities, either take the honest or the
compromised agent, which leads to the general formula

#TI = #Roles - 27 Roles (2)
This function is in O(#Roles . 2#R°1€S).

So the symmetry reduction has improved the asymptotic behavior from factorial to super-
exponential, which are distinct classes and thus is a big improvement. Exact values can be
seen in Table 12 and Figure 14.
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Role count Thread initializations | Thread initializations (with

symmetry reduction)
2 24 8
3 360 24
4 6720 64
5 151200 160
6 3991 680 384
7 121080960 896
8 4151 347200 2048

Table 12: Number of different thread initializations by protocol role count using default agent

counts

Number of different thread initializations by role count
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w
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Figure 14: Number of different thread initializations by protocol role count using default agent

counts

PROB also has native symmetry reduction, accessed using a preference, which can be set
to one of multiple different modes:

1. off, default setting, no symmetry reduction is applied

2. flood, uses permutation flooding for symmetry reduction [Leu+06]

3. nauty, uses the nauty graph isomorphism library for symmetry reduction [SLOS§]

4. hash, uses state hashing for symmetry reduction [L.M10]



68 9 EVALUATION

We again perform a benchmark using the Needham-Schroeder protocol with Lowe’s fix.
The results can be seen in Table 13, and show that symmetry reduction has a negative
impact on performance. The nauty test did not even terminate, after not progressing for
15 min it was canceled. Thus, symmetry reduction will stay disabled by default.

symmetry States Transitions Time
preference

default (off) 31144 36793 42.9s
flood 31144 36793 442
nauty N/A N/A N/A
hash 31144 36793 44.6s

Table 13: Model checking performance for different symmetry settings using the fixed Needham-
Schroeder protocol with the b output mode

9.3 Limitation on the number of threads and agents

When generating a new model in any output format, there will be a hard limit on the
number of agents and the number of threads that can be created. By default, there can
be as many honest agents as there are communicating agents in the protocol, which is
two for the examples and case studies examined in this thesis. In addition to those honest
agents there will always be as many compromised agents, whose private key is known to
the adversary, as there are honest agents, so there are four agents in total in our examples,
as explained by Section 9.2. And there are as many threads allowed as there are honest
agents, which amounts to two threads.

Those limits are required to make the state-space finite, as the mathematical model allows
the arbitrary creation of threads at any time, with no limits. Explicit state model checking
must be able to visit all states to prove the correctness of the given system, which is of
course impossible when there are infinite states. But even increasing the limit beyond two
leads to state-space explosion as shown in Table 14. When specifying a maximum of three
threads, the state-space exploration does not finish in a realistic timeframe.

So it is required that the maximum thread count stays at two to make model checking
feasible. Assuming a role count of two, there can be at most two parallel instances of a
protocol and the adversary implicitly takes the role of the communication partner in both
threads. Thus replay attacks can be tested against. But this property breaks with bigger
role counts, as even fully honest protocol runs cannot be simulated anymore. There are
simply not enough available threads for each honest participant. Thus, we limit ourselves to
protocols with two roles. But limiting the thread count is still an approximation and may
lead to missed attacks, as explained by Comon-Lundh and Cortier [CC04], even though
limiting the agent count is allowed. The Dolev-Yao DSL limits the possible properties
that one can formulate however, and it also limits the messages that can be sent and
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received, by not allowing variables to contain anything other than fresh values. With these
simplifications the security protocol is not as powerful and should be able to be model
checked using this approximation. All tested protocols gave the expected result, but a
formal proof of this conjecture is still pending.

Max threads States Transitions
0 3 2
1 49 48
2 11919 14 652
3 more than 3000000 (does | more than 3600000 (does

not finish) not finish)

Table 14: State-space size of fixed Needham-Schroeder XTL model by maximum threads

9.4 Comparison of PROB model checkers

Once again we perform a benchmark using the Needham-Schroeder protocol with Lowe’s
fix, this time to compare the different model-checkers supported by PROB.

To find the best performing settings for the PROB model checker we first compare the
model checking statistics of the b output mode with different settings. The settings are
timeout, mazx operations, operation reuse and state compression. Timeout controls how long
the exploration of a state and its outgoing transitions may take, but keeping track of it
may hurt the performance. Maz operations controls how many outgoing transitions from a
given state PROB shall explore. If this number is too small the whole state-space will not
be explored. Operation reuse will cache the projected state-space for each operation and
state compression will compress states in memory at the cost of performance.

The results are shown in Table 15. Enabling operation reuse gives a significant performance
increase of 24 % for the partial setting and 26 % for the full setting, but this comes at the
cost of a 283 % or 350 % increase of memory usage respectively. Whereas enabling state
compression increases the runtime by barely 1% but reduces memory usage by 31 % for
both settings. Disabling the timeout leads to a minor improvement in performance of 6 %,
while increasing max operations has no significant impact. Combining all settings leads to
a runtime reduction of 37 % while not significantly affecting the memory usage. Thus, all
settings should stay enabled for the PROB model checker to maximize performance.
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timeout mazx operation state Time Memory
operations reuse compression Usage
default default (10) | default default 67.9s 332 MiB
(2.55) (false) (false)
disabled default (10) | default default 63.5s 332 MiB
(false) (false)
default 1000000 default default 67.8s 332 MiB
(2.58) (false) (false)
default default (10) | true default 51.6s 1274 MiB
(2.58) (false)
default default (10) | full default 50.2s 1495 MiB
(2.58) (false)
default default (10) | default true 68.5s 229 MiB
(2.58) (false)
default default (10) | default full 68.4s 229 MiB
(2.58) (false)
disabled 1000000 full default 45.7s 1495 MiB
(false)
disabled 1000000 full full 42.6s 334 MiB

Table 15: Model checking performance for different settings using the fixed Needham-Schroeder
protocol with the b output mode

To run the benchmark, we generate output with all modes and presets and perform a model
check with the PROB toolchain under different configurations. PROB itself has built-in
support for multiple explicit state model checkers. These are the standard PROB model
checker, the TLC model checker built for TLAT and the LTSmin model checker [KLM18;
Kan-+15].

The results are shown in Table 16. For this model the TLC model checker is the fastest,
even though it has to check the most states with around 30000, followed by the PrROB
model checker for the XTL variant of the model. The LTSmin model checker is the slowest
and is nearly twice as slow as the PROB model checker for the b output mode. Model
checking of the B models with the PROB model checker is an order of magnitude slower
than checking the XTL model. Using freetypes with the visualization preset or using
the recursive message terms with the xt1 mode cuts the size of the state-space nearly to a
third, and it also reduces the model checking runtime by 50 % or 95 % respectively. This
happens due to the addition of the all_terms variable which collects all known terms in
a specific order, and thus making some states distinct that have the same known terms,
just discovered in a different order. This is reminiscent of partial order reduction. Model
checking the back-translated TLA™' or Event-B models is infeasible because the runtime is -
with ten times the base value - just too high in comparison. Finally, we can conclude that
using the TLC model checker gives the best performance, so comparisons with existing
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tools will be done with this backend and model checker.

Mode or preset ‘ Model checker States ‘ Transitions Time

b ProOB 31144 36 793 42.4s
b LTSmin 31143 36 792 76.7s
b with ProB 11714 19599 21.0s
visualization
preset

b with LTSmin 11713 19598 41.2s
visualization
preset

b with tla ProB 31144 36793 44.0s
preset
b with tla TLC 31142 36 930 0.7s
preset
b with tla LTSmin 31143 36 792 81.0s
preset
The TLA™ ProB 31143 36792 390.1s
module
generated by
TLC4B from
the tla preset
The TLA™ LTSmin 31143 36 792 393.7s
module
generated by
TLC4B from
the tla preset
eventb PrOB 31144 36 793 287.4s
xtl ProOB 11919 14652 1.9s

Table 16: Model checking performance for the various backends using the fixed Needham-Schroeder
protocol

9.5 Case Study: The Needham-Schroeder protocol

The Needham-Schroeder public key protocol [NS78] is used to authenticate two agents
which each other by sharing two freshly generated secrets, that can only be read when both
parties know the correct private keys. It is used as a part or prerequisite of other protocols,
to ensure that two agents are actually talking to each other instead of an impersonator.

After its inception it stood unchallenged for 17 years before Lowe demonstrated a security
flaw |Low95] in it using the FDR model checker [Low96]. In this case study we implement
both the original and fixed Needham-Schroeder in our Dolev-Yao DSL, in ProVerif, in



72 9 EVALUATION

Scyther, the Tamarin prover and AVISPA to search for the breach and to compare the
results.

The Needham-Schroeder protocol in its initial definition uses a trusted public key server,
that is used to provide the public keys of all agents, but in this simplified version it is
assumed that all agents know each other’s public key. This is also part of the initial state of
our Dolev-Yao DSL semantic. In its simplified form the protocol consists of two interleaved
exchanges between the two agents: both generate a nonce, encrypt it, send it, and wait
for the other party to respond with the same nonce. If both exchanges are successful both
parties can be assured that there are no impostors. A sequence diagram of the protocol is
shown in Figure 15.

When the initiator, let us call her Alice, sends the opening message containing her identity
and a nonce, only the intended recipient, which we call Bob, can read them, because only he
is able to decrypt the message using his secret key. With the identity of Alice now known
to Bob, he can look up her public key for encryption of the return message, which contains
the received nonce and a freshly generated nonce for the second exchange. Only Alice can
decrypt this response containing the two nonces and compare the first one with the nonce
she generated in the beginning. If it matches, she can deduce that her communication
partner is Bob, because only he could have read her first message. The second nonce is
sent back to Bob, encrypted with his public key. Similarly, Bob receives this last message,
decrypts it, compares its contents with his nonce, and if successful deduces he must really
be talking to Alice. Now all agents are sure that they share the same nonces, and they are
speaking to each other.

Initiator Recipient

{1, Ni}ok(r)

{N1, NRr}p(n)

{Nr}px(R)

Figure 15: Needham-Schroeder public key protocol, N; and Ng are freshly generated nonces

But unfortunately this logic is incorrect, as shown in Figure 16. An adversary can reuse
nonces by replaying messages. The protocol does not guarantee who generated which nonce
and if the nonces are supposed to be used for the current run.
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Alice Adversary Bob

{A, Na}pk(ady)

{A, Na}tprm)

{Na, NB}pk(a)

{Na, NB}pk(a)

{NB}pk(adv)

{NB}pk®)

Figure 16: Lowe’s replay attack on the Needham-Schroeder public key protocol, Ny and Np are
freshly generated nonces

In the attack Alice is doing a normal run of the protocol with a compromised or adversarial
agent, which in turn is running a normal protocol instance with Bob, while pretending to
be Alice. After the successful run of both protocols, Alice has correctly authenticated with
the adversarial agent and Bob wrongly believes he authenticated with Alice.

Anyone can send the first message to Bob, because it is encrypted with his public key. The
second message is the crux of the matter, it is supposed to guarantee to Alice that Bob is
on the other side, and through the final message ensure Bob of the same. But Bob does
not know if his partner intended to communicate with him. The fix proposed by Lowe, as
presented in Figure 17, has Bob sending his own identity in the form of his public key. A
different fix would change the messages to be doubly encrypted, with the private key of the
sender and public key of the intended receiver. This is similar to Lowe’s fix, as now the
identity of both the sender and receiver are part of the messages.



74

Initiator

{1, Ni}pk(r)

Recipient

{R7 NI) NR}pk(I)

{NR}pk(R)

9 EVALUATION

Figure 17: Needham-Schroeder public key protocol with Lowe’s fix, Ny and Ng are freshly

generated nonces

Next we demonstrate how to implement the Needham-Schroeder protocol in the Dolev-Yao
DSL and all tools mentioned in Section 2. The implementations are mostly taken from the
official examples for each tool, with slight adjustments to make them more similar and to

add some documentation.

9.5.1 dy2prob

The Needham-Schroeder protocol and its properties are implemented in the Dolev-Yao
DSL as shown in Listing 43. Note that instead of sending the agents’ identities, the public
keys are sent. All generated machines will find a trace to an invariant violation, and as
demonstrated in Table 15, the TLC model checker will find it in less than a second. When
using the visualization preset a UML sequence can be generated that shows a protocol
run leading to the invariant violation, which looks like Figure 18.



9.5 Case Study: The Needham-Schroeder protocol 75

Adversary

I r—
—_
| create: {(initiator|->Alice),(responder|->Bob)} Actor Bob (responder/1) ‘
1
i create: {(initiator|->Alice),(responder|->Compromised1)} | Actor Alice (initiator/2)
Il Start Il

| generate: Na=Fresh(1)

| send: Enc{rec(key:PublicKey(Compromised1) term Seq([PublicKey({Alice),Fresh(1)])))

N
New Adversary Knowledge: R
Seq([PublicKey(Alice),Fresh(1)]) <

! receive: Enc{rec{key:PublicKey(Bob),term:Seq([PublicKey(Alice), Fresh(1)])))

rypt with Secretkey(Compromised1): Enc(rec(key:PublicKey(Compromised1),term:Seq([PublicKey(Alice) Fresh(1)]))) |

| generate: Nb=Fresh(2)

| send: Encirec(key:PublicKey(Alice), term:Seq([Fresh(1),Fresh(2)]))}

i receive: Enc(rec(key:PublicKey(Alice), term:Seq([Fresh(1),Fresh(2)])))

| send: Enc{rec(key:PublicKey(Compromised1),term:Fresh(2))}

New Adversary Knowledge: | | decrypt with Secretkey(Compromised): Enc(rec(key:Publickey(Compromised1), term:Fresh(2))
Fresh(2)

1 receive: Encirec(key:Publickey(Bob),term:Fresh(2)))

N

New Adversary Knowledge: k: Seq([Publickey(Alice),Fresh(1)])

{Fresh(1)}

| done | W
r i N

| done

N

Adversary ‘ Actor Bob (responder/1) ‘ ‘ Actor Alice (initiator/2) |

Figure 18: UML sequence chart of the attack on the Needham-Schroeder protocol

After applying Lowe’s fix to the protocol the second message changes to include the
initiator’s public key, as shown in Listing 44.

9.5.2 ProVerif

The implementation of the Needham-Schroeder protocol for ProVerif can be seen in List-
ing 45. Notably it is very large and contains an implementation of encryption and secrecy.
It also has to declare a root process that setups the real processes for Alice and Bob.

Executing the validation takes roughly 0.1s with ProVerif 2.05 and generates console output
explaining the attack. When passing the -html command-line switch it generates a HTML
page containing a sequence chart (Figure 19) of an attack trace. Although the trace displays
the same attack, it is hard to comprehend, because it does not only show the messages
transmitted, but also the events used to implement secrecy and the term rewriting rules
that define encryption.
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A trace has been found.

Honest Process Attacker

{1}new skA 2
[{2}1et pKA: pkey = pk(skA 2)|

~M = pk(skA_2)

\ {4}new skB 2
[{5}et pkB: pkey = pk(skB_2)|

Beginning of process processA‘ ‘Beginning of process processB‘

~M 1 = pk(skB 2)

pk(a)

{10}event beginBparam(pk(a))
{11}new Na_2
{8}let skA 1: skey = skA 2

~M_2 = genc((Na_2,pk(skA 2)),pk(a))

aenc((1-proj-2-tuple(adec(~M_2,a)),~M),~M_1) =
aenc((Na_2,pk(skA_2)),pk(skB_2))

{21}let skB_1: skey = skB 2
{23}let (NY: bitstring,pkY: pkey) = (Na_2,pk(skA 2))
{24}event beginAparam(pk(skA 2))
{25}new Nb_2

~M 3 = aenc((Na_2,Nb_2),pk(skA 2))

~M_3 = genc((Na_2,Nb_2),pk(skA 2))

[{14}let (=Na_2,NX: bitstring) = (Na_2,Nb_2)|

~M 4 = aenc(Nb_2,pk(a))

[{16}if (pk(a) = pk(skB_2)): else branch taken|
aenc(adec(~M 4,a),~M 1) = aenc(Nb_2,pk(skB_2))

[28}if (Nb_2 = adec(aenc(NDb_2,pk(skB_2)),skB_2))|
{29}if (pk(skA_2) = pk(skA_2))

[{30}event endBparam(pk(skB_2))|

Figure 19: Needham-Schroeder property violation trace found by ProVerif

After applying Lowe’s fix, shown in Listing 46, there are no further property violations

reported.
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9.5.3 Scyther

The Scyther application is a graphical user interfaces which contains an editor and a simple
menu to start the verification process. We are using Scyther version 1.1.3.

Scyther: ns.spdl x
File Verify Help

Protocol description Settings

19 # but WITHOUT ANY WARRANTY: without even the implied warranty of
20 # MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
21# GNU General Public License for more details.

22

23 # You should have received a copy of the GNU General Public License
24 # along with this program; if not, write to the Free Software

25 # Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
26

27

28 protocol needhamschroeder(l,R)

29 {

30 rolel

31

32 fresh Ni: Nonce;

33 var Nr: Nonce;

35 send_1(l,R,{Ni,I}pk(R});
36 recv_2(R,I,{Ni,Nr}pk(l));
37 send_3(1,R,{Nr}pk(R));
38 claim_I(l, Secret,Ni);
39 claim_I2(l, Secret,Nr);
40 claim_I3(l,Nisynch);

41 )

43 roleR

44 {

45 fresh Nr: Nonce;
46 var Ni: Nonce;

48 recv_1(l,R,{Ni I}pk(R));
49 send_2(R,1,{Ni Nr}pk(l));
50 recv_3(1,R {Nr}pk(R}));

51 claim_R1(R,Secret,Nr);
52 claim_R2(R,Secret, Ni);
53 claim_R3(R Nisynch);

Figure 20: Scyther GUI

The implementation of the Needham-Schroeder protocol closely follows the notation demon-
strated by the formal Dolev-Yao model, but one has to declare the generated fresh values
and the used variables. It can be seen in Listing 47, while the fixed variant is shown in
Listing 48. A trace breaking the stated secrecy properties is found instantly and yields
the screen shown in Figure 23, which leads to the actual trace in Figure 21 — in this case
demonstrating how the secrecy of the recipient’s nonce is violated. As with the other tools,
applying Lowe’s fix fixes the reported problem and no further violations are reported.
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Run #2
Bob in role I

1-> Bob
R-> Eve

Fresh Ni#2
Var Nr -> Nr#1

!

send_1 to Eve
{ Ni#2,Bob }pk(Eve)

recv_2 from Eve
{ Ni#2,Nr#1 }pk(Bob)

claim _R1
Secret : Nr#1

[Id 1] Protocol needhamschroeder, role R, claim type Secret

Figure 21: Scyther attack trace
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9.5.4 Tamarin

The Tamarin Prover uses the Maude theorem prover as a backend to prove the given
security properties. The Needham-Schroeder protocol as a Security Protocol Theory, the
input format for Tamarin, looks like Listing 49, while the fixed version looks like Listing 50.
The implementation is very verbose and uses a different syntax than the Dolev-Yao
derived representation of Scyther. Running the Tamarin prover version 1.10.0 through
the command-line interface takes around 4 s, while also generating the visualizations for
the counter-examples to the protocol’s security properties Figures 24 to 26. The output
log (Listing 41) states what property has failed verification, but the generated graphs
showing the traces are incomprehensible. As expected the fixed protocol reports no property
violations.

Listing 41: Needham-Schroeder results with Tamarin

summary of summaries:
analyzed: ns.spthy

output: out/ns_analyzed.spthy
processing time: 2.37s

types (all-traces): verified (33 steps)

nonce_secrecy (all-traces): falsified - found trace (16 steps)
injective_agree (all-traces): falsified - found trace (14 steps)
session_key_setup_possible (exists-trace): verified (5 steps)

9.5.5 AVISPA

AVISPA is a collection of multiple different command-line tools for protocol verification
with a common front-end. The implementation of the Needham-Schroeder protocol looks
like Listing 51, while Lowe’s fix takes the form of Listing 52. Note how each role keeps
track of its progress in the protocol with a counter and all variables have to be declared
before use.

Due to its age and the non-functioning website it was not possible to get all parts of
the toolchain to work. These tests were performed with a version of AVISPA from May
2006. The SAT backend did not work at all and the T4ASP backend did not find a trace
leading to a property violation. But the OFMC backend succeeded and instantly found a
counter-example, however the results are printed as a textual report in the console, as shown
in Listing 42. The log contains the attack trace in text form. After fixing the protocol, the
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report states the result SAFE.

Listing 42: Needham-Schroeder results with AVISPA OFMC

—_ =
s N T A o > v

% OFMC
% Version of 2006/02/13
SUMMARY
UNSAFE
DETAILS
ATTACK_FOUND
PROTOCOL
NSPK.if
GOAL
secrecy_of_nb
BACKEND
0OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.00s
visitedNodes: 8 nodes
depth: 2 plies
ATTACK TRAC
i -> (a,6): start
(a,6) -> i: {Na(1).al}_ki
i -> (b,3): {Na(1).al}_kb
(b,3) -> i: {Na(1).Nb(2)}_ka
i -> (a,6): {Na(1).Nb(2)}_ka
(a,6) -> i: {Nb(2)}_ki
i -> (i,17): Nb(2)
i -> (i,17): Nb(2)
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10 Conclusion and outlook

In this work a domain-specific language (DSL) was designed to represent security protocols
with the Dolev-Yao formal model. Then a tool was developed on top of lisb to automatically
translate this representation into classical B, Event-B and XTL, for further processing with
the PROB toolchain, which had to be extended to support all required functionality. Using
PROB gives the ability to verify the protocol properties using model checking, to manually
animate it and to generate UML sequence chart visualizations. Finally, comparisons and
benchmarks were performed to find the most performant model checker and preferences
supported by PROB, which were the TLC model checker running with multiple workers,
and to compare the results with other established automatic protocol verification tools.

It was possible to demonstrate the identification of a known security flaw in the famous
Needham-Schroeder protocol. The verification performance was comparable to existing
tools when using the TLC model checker or the XTL representation. Using classical B
allowed animation and visualization, on an equal or better level than existing tools.

Due to PROB being built around an explicit state model checker, it is susceptible to the
state-space explosion problem, which was encountered when scaling the number of roles or
threads. Additionally, the state-space has to be finite to allow a complete check, but this
was only possible to achieve when limiting the number of concurrent threads executing the
protocol, which is an approximation and may lead to missing attacks. To mitigate this, the
DSL was kept simple to restrict the complexity of the specifiable protocols and properties.
Thus, this approach using explicit state model checking can only show attacks but not
prove correctness. But dy2prob can be a good tool to help visualize protocol execution and
can be used in teaching and other less formal settings.

10.1 Future work

In the future, the Dolev-Yao DSL could be extended to include more functions like XOR.
This would allow a user to model more security protocols. To make the Dolev-Yao DSL
more user-friendly, and the static checks could be extended, which would notify the user of
semantic errors, for example if a term could never be decrypted.

Another avenue of improvement would be the PROB model checker itself, which is signifi-
cantly slower when model checking the generated Dolev-Yao models than the TLC model
checker. A deeper investigation of the causes of this might yield possible optimizations,
both in PROB and the generated models. However, this would not make model checking a
bigger protocol utilizing more than two roles feasible, because of the state-space explosion
problem.

To tackle the state-space explosion problem, the automatic generation of a provable Event-B
model should be considered, as proving correctness allows for infinite state-spaces. It would
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not be a realistic requirement that all proof obligations pass automatically, user intervention
is certainly needed. For this to work, improving the Event-B representation of terms
is necessary, for example using the Event-B theory plugin, as well as strengthening all
invariants and guards. Alternatively, the symbolic model checking native to PROB could
be evaluated.

Finally, different output modes or backends could be considered, one prime candidate being
B2PROGRAM [Vu+19; VBL22|, which allows generating a native application for model
checking a specification. It was not possible to implement a B2PROGRAM backend in this
work because nested guards and nondeterminism are not currently supported. Another
backend could be inspired by Lowe’s work, as he found the flaw in the Needham-Schroeder
protocol using the FDR model checker, which uses CSP (Communicating Sequential
Processes) |[Hoa85| as an input language. And PROB has an interpreter for CSP as
well [Leu01], so this is another backend worth considering.
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Appendices

A dy2prob

A.1 Source Code

The source code of dy2prob can be found at https://gitlab.cs.uni-duesseldorf.de/
stups/abschlussarbeiten/vella-master-code in the src directory. A lot of examples
protocols can be found in the examples directory. All case study files can be found in the
case_study directory.

A.2 Building and running

Run make jar to build a standalone jar in the target directory which can be executed
with java -jar dy2prob-0.1.0-SNAPSHOT-standalone. jar.

Run make examples to process all examples to generate B, Event-B and XTL machines
into out_b, out_eventb and out_xtl directories respectively.

Run make test to execute the test suite, which consists of unit tests that check the pre-
processing of the Dolev-Yao DSL and a lot of integration tests that verify the correctness
of the translation by comparing the results of model checking with an expected value.

A.3 Trying out the changes in the PROB toolchain

Most changes are already released as version 1.15.0 of the PrROB CLI, except for the
TLA2BAST and TLC4B changes and PROB2-UI. To obtain a working and up-to-date
version of PROB2-UI, it is necessary to check out the specific commit 4876b4d'" and to
build and run it from source.

Yhttps://gitlab.cs.uni-duesseldorf.de/stups/prob/prob2_ui/-/commit/4876b4d5ad7e7a75a48
b82b419e753804c747bde


https://gitlab.cs.uni-duesseldorf.de/stups/abschlussarbeiten/vella-master-code
https://gitlab.cs.uni-duesseldorf.de/stups/abschlussarbeiten/vella-master-code
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https://gitlab.cs.uni-duesseldorf.de/stups/prob/prob2_ui/-/commit/4876b4d5ad7e7a75a48b82b419e753804c747b4e
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B Case Study

This section contains the specifications of the Needham-Schroeder protocol for each tool
used in the case study.

B.1 dy2prob

Listing 43: Needham-Schroeder protocol implemented with the Dolev-Yao DSL

1: (protocol

2: :NeedhamSchroeder

3: (threads

4: (:initiator [(generate :Na)

5: (send (enc (public-key :responder)

6: (sequence (public-key :initiator) :Na)))
7 (receive (enc (public-key :initiator)
8: (sequence :Na :Nb)))

9: (send (enc (public-key :responder)

10: :Nb))1)

11: (:responder [(receive (enc (public-key :responder)
12: (sequence (public-key :initiator) :Na)))
13: (generate :Nb)

14: (send (enc (public-key :initiator)

15: (sequence :Na :Nb)))

16: (receive (enc (public-key :responder)
17: :Nb))1))

18: (properties

19: (secrecy :initiator/Na :responder/Nb)

20: (weak-aliveness :initiator :responder)

21: (weak-agreement :initiator :responder)

22: (simple-agreement :initiator :responder)))

Listing 44: Needham-Schroeder protocol with Lowe’s fix implemented with the Dolev-Yao DSL

1: (protocol

2 :NeedhamSchroederFixed

3 (threads

4 (:initiator [(generate :Na)

5: (send (enc (public-key :responder)

6 (sequence (public-key :initiator) :Na)))
7 (receive (enc (public-key :initiator)

8 (sequence (public-key :responder) :Na :Nb)))
9: (send (enc (public-key :responder)

10: :Nb)) 1)

11: (:responder [(receive (enc (public-key :responder)

12: (sequence (public-key :initiator) :Na)))

13: (generate :Nb)
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(send (enc (public-key :initiator)
(sequence (public-key :responder) :Na :Nb)))
(receive (enc (public-key :responder)
:Nb))1))
(properties
(secrecy :initiator/Na :responder/Nb)
(weak-aliveness :initiator :responder)
(weak-agreement :initiator :responder)
(simple-agreement :initiator :responder)))

B.2 ProVerif

Listing 45: Needham-Schroeder in ProVerif

(*************************************************************

¥ X X X X X X *

(*

*)

(*

3k 3k 3k 3k %k %k %k %k %k %k 3k %k 3k 3 3 %k %k %k %k %k %k >k > 3 3 %k %k %k %k %k % % > 3 3% % %k %k %k %k %k %k % 3 3% % % %k %k %k %k % % % % % X% Xk %

Cryptographic protocol verifier
Bruno Blanchet, Vincent Cheval, and Marc Sylvestre

*
b3
b3
*
*
Copyright (C) INRIA, CNRS 2000-2023 *
*
*

)

This program is free software; you can redistribute it and/or
modify

it under the terms of the GNU General Public License as
published by

the Free Software Foundation; either version 2 of the License,
or

(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details (in file LICENSE).

You should have received a copy of the GNU General Public
License along

with this program; if not, write to the Free Software
Foundation, Inc.,

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA.
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Needham-Schroeder public key protocol

As distributed in the documentation of the ProVerif tool.
With added comments.

Message 1: A -> B : aenc((Na, pk(skA)), pk(skB))
Message 2: B -> A : aenc((Na, Nb), pk(skA))
Message 3: A -> B : aenc(Nb, pk(skB))

*)

set traceDisplay = long.

(¥ free=global variable, known to attacker x)
free c: channel.

(* Public key encryption *)

type pkey.
type skey.

fun pk(skey): pkey.
fun aenc(bitstring, pkey): bitstring.

reduc forall x: bitstring, y: skey; adec(aenc(x, pk(y)), y) = x.

(* Signatures *)

type spkey.

type sskey.

fun spk(sskey): spkey.

fun sign(bitstring, sskey): bitstring.

reduc forall x: bitstring, y: sskey; getmess(sign(x, y)) = x.

reduc forall x: bitstring, y: sskey; checksign(sign(x, y), spk(y))
= X.

(* Shared key encryption x*)
fun senc(bitstring, bitstring): bitstring.
reduc forall x: bitstring, y: bitstring; sdec(senc(x, y), y) = x.

(* Authentication queries *)

(* A’s intention to start protocol with pkey *)
event beginBparam(pkey).

(¥ B’s belief they have talked to A *)

event endBparam(pkey) .

(¥ B’s belief they started the protocol with pkey x*)
event beginAparam(pkey).

(¥ A’s belief they have talked to B *)

event endAparam(pkey) .
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query x: pkey; inj-event (endBparam(x)) ==>
inj-event (beginBparam(x)) .
query x: pkey; inj-event (endAparam(x)) ==>

inj-event (beginAparam(x)).

(* Secrecy queries *)
free secretANa, secretANb, secretBNa, secretBNb: bitstring
[private].

query
attacker (secretANa) ;
attacker (secretANb) ;
attacker (secretBNa) ;
attacker (secretBNb).

(x A *)
let processA(pkB: pkey, skA: skey) =
(¥ let the environment decide with whom to start the protocol
*)
in(c, pkX: pkey);

(¥ fire event for beginning of authentication *)
event beginBparam (pkX);

(* generate nonce x*)
new Na: bitstring;

(* Message 1: send nonce and identity x*)
out (c, aenc((Na, pk(skA)), pkX));

(* wait for Message 2 *)
in(c, m: bitstring);

(* decode it and check for equality with own nonce *)

let (=Na, NX: bitstring) = adec(m, skA) in

(¥ decode it and check for equality with own nonce and pk x*)
(¥let (=Na, NX: bitstring, =pkX) = adec(m, skA) inx)

(* Message 3: send their nonce back *)
out (c, aenc(NX, pkX));

(* fire event for end of authentication - but only if it
really was B *)

if pkX = pkB then

event endAparam (pk(skA));

(*

send ’secretANa’ & ’secretANb’, encoded with the nonces as key
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if the attacker knows the nonces they can decode the secrets
*)

out (¢, senc(secretANa, Na));

out (c, senc(secretANb, NX)).

(x B *)

let processB(pkA: pkey, skB: skey) =
(* wait for A to send Message 1 x)
in(c, m: bitstring);

(¥ decode it into nonce and identity *)
let (NY: bitstring, pkY: pkey) = adec(m, skB) in

(¥ fire event for beginning of authentication *)
event beginAparam(pkY);

(* generate own nonce *)
new Nb: bitstring;

(¥ Message 2: send both nonces *)

out (¢, aenc ((NY, Nb), pkY));

(* Fixed Message 2: send own identity as well x*)
(xout (c, aenc ((NY, Nb, pk(skB)), pkY)) ;%)

(¥ wait for Message 3 x*)
in(c, m3: bitstring);

(¥ fire event for end of authentication - but only if it
really was A *)

if Nb = adec(m3, skB) then

if pkY = pkA then

event endBparam (pk(skB));

(*

send ’secretBNa’ & ’secretBNb’, encoded with the nonces as key

if the attacker knows the nonces they can decode the secrets
*)

out (¢, senc(secretBNa, NY));

out (c, senc(secretBNb, Nb)).

(* Main *)
process
(* create new secret key x*)
new skA: skey;
(* construct public key *)
let pkA = pk(skA) in
(¥ send public key into channel, so attacker knows it *)
out (c, pkA);

91
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170: (* same for B *)

171: new skB: skey; let pkB = pk(skB) in out(c, pkB);
172:

173: (* start unbounded number of instances *)

174: ( ('processA(pkB, skA)) | (!processB(pkA, skB)) )

ProVerif results

Process 0 (that is, the initial process)

 Process 1 (that is, process 0, with let moved downwards)

Query inj j in process 1.
Lemmas
Clauses

Completed clauses
goal reachable: b-event(@p_act(@occ13_1,aenc((Na_1,Nb_1),pk(skA[])))) && b-inj-event(beginBparam(pk(y)),@occ10_1) & attacker(y) -> inj-event(endBparam(pk(skB[])),@occ30_1)
Abbreviations:
= Na_1 = Na[pkX = pk(y),!1 = @sid]
= Nb_1 = Nb[m_1 = aenc((Na_1,pk(skA[])),pk(skB[])),!1 = @sid_1]
» @occ30_1 = @oce30[m3 = aenc(Nb_1,pk(skB[])).m_1 = aenc((Na_1,pk(skA[])),pk(skB[]),!1 = @sid_1]
= @occ13_1 = @occl3[!1 = @sid]
= @occ10_1 = @occ10[pkX = pk(y),!1 = @sid]
Derivation Explained derivation
Unify derivation
Trace
Trace graph
RESULT inj
RESULT (even
Query inj
Lemmas
Clauses
Completed clauses
= goal reachable: b-inj 1),@occ24_1) -> inj 1)),@occ17_1)
‘The hypothesis occurs strictly before the conclusion.
Abbreviations:
= Na_1 = Na[pkX = pk(skB[]),!1 = @sid]
= Nb_1 = Nb[m_1 = aenc((Na_1,pk(skA[])),pk(skB[])),'1 = @sid_1]
= @occ17_1 = @occ17[m = aenc((Na_1,Nb_1),pk(skA[])),pkX = pk(skB[]),!1 = @sid]
= @occ24_1 = @occ24[m_1 = aenc((Na_1,pk(skA[]),pk(skB[]),!1 = @sid_1]
RESULT inj d j i is true.
Query
= not attacker(secretANa[])
= not attacker(secretANb[])
= not attacker(secretBNal])
= not attacker(secretBNb[])
in process 1.
Clauses
Completed clauses
= Query not attacker(secretANa[])
RESULT not attacker(secretANa[]) is true.
= Query not attacker(secretANb[])
RESULT not attacker(secretANbI[]) is true.
= Query not attacker(secretBNa[])
« goal reachable: attacker(secretBNall)
Derivation Explained derivation

is false.
is false.)
in process 1.

Trace graph
RESULT not attacker(secretBNal[)) is false.
= Query not attacker(secretBNb[])
= goal reachable: attacker(secretBNb(])
Derivation Explained derivation
Unify derivation
Trace
Trace graph
RESULT not attacker(secretBNb([)) is false.

Verification summary:

* Query inj
* Query inj ==>inj

« Query not attacker(secretANal[]) is true.
+ Query not attacker(secretANb(]) is true.
 Query not attacker(secretBNa[]) is false.
« Query not attacker(secretBNb([]) is false.

inj s false.
inj is true.

Figure 22: Needham-Schroeder property violation found by ProVerif

Listing 46: Needham-Schroeder with Lowe’s fix in ProVerif

C(x

: Needham-Schroeder public key protocol

Message 1: A -> B : aenc((Na, pk(skA)), pk(skB))
Message 2: B -> A : aenc((Na, Nb), pk(skA))

D U W e



10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:

32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:

49:

50:

51:
52:

B.2 ProVerif 93

Message 3: A -> B : aenc(Nb, pk(skB))
*)
set traceDisplay = long.

(¥ free=global variable, known to attacker *)
free c: channel.

(* Public key encryption x*)

type pkey.
type skey.

fun pk(skey): pkey.
fun aenc(bitstring, pkey): bitstring.
reduc forall x: bitstring, y: skey; adec(aenc(x, pk(y)), y) = x.

(* Signatures *)

type spkey.
type sskey.

fun spk(sskey): spkey.

fun sign(bitstring, sskey): bitstring.

reduc forall x: bitstring, y: sskey; getmess(sign(x, y)) = x.

reduc forall x: bitstring, y: sskey; checksign(sign(x, y), spk(y))
= x.

(¥ Shared key encryption *)
fun senc(bitstring, bitstring): bitstring.
reduc forall x: bitstring, y: bitstring; sdec(senc(x, y), y) = x.

(¥ Authentication queries *)

(¥ A’s intention to start protocol with pkey *)
event beginBparam(pkey).

(¥ B’s belief they have talked to A *)

event endBparam(pkey) .

(¥ B’s belief they started the protocol with pkey *)
event beginAparam(pkey).

(¥ A’s belief they have talked to B *)

event endAparam(pkey).

query x: pkey; inj-event (endBparam(x)) ==>
inj-event (beginBparam(x)).

query x: pkey; inj-event (endAparam(x)) ==>
inj-event (beginAparam(x)).

(¥ Secrecy queries *)
free secretANa, secretANb, secretBNa, secretBNb: bitstring
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[private].

query

attacker (secretANa) ;
attacker (secretANb) ;
attacker (secretBNa) ;
attacker (secretBNb).

(x A %)

let processA (pkB:

pkey, skA: skey) =
(* let the environment decide with whom to start
*)

in(c, pkX: pkey);
(* fire event for beginning of authentication *)

event beginBparam(pkX) ;

(* generate nonce *)
new Na: bitstring;

(x Message 1:
out (¢, aenc ((Na,

send nonce and identity *)
pk(skA)), pkX));

(* wait for Message 2 *)
in(c, m: bitstring);

B CASE STUDY

the protocol

(¥ decode it and check for equality with own nonce *)

(¥let (=Na, NX: bitstring) = adec(m, skA) inx)

(* decode it and check for equality with own nonce and pk *)

let (=Na, NX: bitstring, =pkX) = adec(m, skA) in

send their nonce back *)
pkX));

(x Message 3:
out (¢, aenc (NX,

(* fire event for end of authentication
really was B *)

if pkX = pkB then

event endAparam (pk(skA));

(*
send ’secretANa’ & ’secretANb’, encoded with the
if the attacker knows the nonces they can decode

*)

out (c, senc(secretANa, Na));
out (¢, senc(secretANb, NX)).
(x B *)
let processB(pkA: pkey, skB: skey) =

(* wait for A to send Message 1 *)

- but only if it

nonces as key
the secrets
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99: in(c, m: bitstring);

100:

101: (* decode it into nonce and identity *)

102: let (NY: bitstring, pkY: pkey) = adec(m, skB) in

103:

104: (x fire event for beginning of authentication *)

105: event beginAparam(pkY);

106:

107: (* generate own nonce x*)

108: new Nb: bitstring;

109:

110: (* Message 2: send both nonces x*)

111: (xout (c, aenc((NY, Nb), pkY));x*)

112: (¥ Fixed Message 2: send own identity as well x*)

113: out (c, aenc((NY, Nb, pk(skB)), pkY));

114:

115: (* wait for Message 3 *)

116: in(c, m3: bitstring);

117:

118: (¥ fire event for end of authentication - but only if it
really was A %)

119: if Nb = adec(m3, skB) then

120: if pkY = pkA then

121: event endBparam(pk(skB));

122:

123: (*

124: send ’secretBNa’ & ’secretBNb’, encoded with the nonces as key

125: if the attacker knows the nonces they can decode the secrets

126: *)

127: out (¢, senc(secretBNa, NY));

128: out (¢, senc(secretBNb, Nb)).

129:

130:  (* Main *)
131: process

132: (¥ create new secret key *)

133: new skA: skey;

134: (* construct public key *)

135: let pkA = pk(skA) in

136: (* send public key into channel, so attacker knows it *)
137: out (c, pkA);

138:

139: (* same for B x)

140: new skB: skey; let pkB = pk(skB) in out(c, pkB);
141:

142: (* start unbounded number of instances %)

143: ( ('processA(pkB, skA)) | (!processB(pkA, skB)) )
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B.3 Scyther

Listing 47: Needham-Schroeder in Scyther

© X NST LN

H H H H H OH ++ +* H OH H H

H* =

Needham Schroeder Public Key

Modelled after the description in the SPORE library
http://www.lsv.ens-cachan.fr/spore/nspk.html

Taken from the Scyther Sources
Removed the authentication server

Scyther : An automatic verifier for security protocols.
Copyright (C) 2007-2020 Cas Cremers

This program is free software; you can redistribute it and/or
modify it under the terms of the GNU General Public License

as published by the Free Software Foundation; either version 2
of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License

along with this program; if not, write to the Free Software

Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA
02110-1301, USA.

protocol needhamschroeder (I,R)

{

role I

{
fresh Ni: Nonce;
var Nr: Nonce;

send_1(I,R,{Ni,I}pk(R));
recv_2(R,I,{Ni,Nr}pk(I));
send_3(I,R,{Nr}pk(R));
claim_I1(I,Secret , Ni);
claim_I2(I,Secret,Nr);
claim_I3(I,Nisynch);

role R
{

fresh Nr: Nonce;
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var Ni: Nonce;

recv_1(I,R,{Ni,I}pk(R));
send_2(R,I,{Ni,Nr}pk(I));
recv_3(I,R,{Nr}pk(R));
claim_R1(R,Secret,Nr);
claim_R2 (R, Secret ,Ni);
claim_R3(R,Nisynch);

97

}
}
Scyther results : verify x
Claim Status Comments Patterns
needhamschroeder | needhamschroeder,I1 Secret Ni ok  Verified Mo attacks.
needhamschroeder,|2  Secret Nr Ok Verified Mo attacks.
needhamschroeder,|3 Nisynch ok  Verified Mo attacks.

R needhamschroeder,R1  Secret Nr Fail Falsified At least 1attack. 1 attack
needhamschroeder,R2  Secret Ni Fail Falsified At least1attack. 1 attack
needhamschroeder,R3  Nisynch Fail Falsified At least 1attack. 1 attack

Done.
Figure 23: Needham-Schroeder property violation found by Scyther
Listing 48: Needham-Schroeder with Lowe’s fix in Scyther
# Needham Schroeder Public Key with Lowe’s fix
#
# Modelled after the description in the SPORE 1library
# http://www.lsv.ens-cachan.fr/spore/nspk.html

+*+

H H H =

Taken from the Scyther Sources
Removed the authentication server

Scyther : An automatic verifier for security protocols.
Copyright (C) 2007-2020 Cas Cremers

This program is
modify it wunder
as published by
of the License,

free software;

you can redistribute it and/or
the terms of the GNU General Public License

the Free Software Foundation;
or (at your option) any later version.

either version 2
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H H H

+*

B CASE STUDY

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License

along with this program; if not, write to the Free Software

Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA
02110-1301, USA.

protocol needhamschroederfixed(I,R)

{

role I

{
fresh Ni: Nonce;
var Nr: Nonce;

send_1(I,R,{Ni,I}pk(R));

# recv_2(R,I,{Ni,Nr}pk(I));
recv_2(R,I,{Ni,Nr,R}pk(I));
send_3(I,R,{Nr}pk(R));
claim_I1(I,Secret,Ni);
claim_I2(I,Secret,Nr);
claim_I3(I,Nisynch);

role R

{
fresh Nr: Nonce;
var Ni: Nonce;

recv_1(I,R,{Ni,I}pk(R));

# send_2(R,I,{Ni,Nr}pk(I));
send_2(R,I,{Ni,Nr,R}pk(I));
recv_3(I,R,{Nr}pk(R));
claim_R1(R,Secret ,Nr);
claim_R2 (R, Secret ,Ni);
claim_R3(R,Nisynch);

B.4 Tamarin

Listing 49: Needham-Schroeder in Tamarin

theory NSPK3
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be

gin

builtins: asymmetric-encryption

/*

*

//

Protocol: The classic three message version of the
flawed Needham-Schroeder Public Key Protocol

Modeler: Simon Meier

Date: September 2012

Source: Gavin Lowe. Breaking and fixing the

Needham-Schroeder
public-key protocol using FDR. In Tiziana Margaria
and
Bernhard Steffen, editors, TACAS, volume 1055 of
Lecture Notes
in Computer Science, pages 147-166. Springer,
1996.

Status: working
Note that we are using explicit global constants for discerning

the
different encryption instead of the implicit sources.

/

Public key infrastructure

rule Register_pk:

[ Fr(~1tkA) 1]
-=>
[ 'Ltk($A, ~1tkA), !'Pk($A, pk(~1ltkA)), Out(pk(~1tkA)) ]

rule Reveal_ltk:

/*

*/

[ 'Ltk(A, 1tkA) ] --[ RevLtk(A) 1-> [ Out(ltka) 1]

We formalize the following protocol

protocol NSPK3 {
1. I ->R: {’1’,ni,I}pk(R)
2. I <- R: {’2’,ni,nr}pk(I)
3. I ->R: {’3’,nr}pk(R)

}

rule I_1:

let ml1 = aencq{’1’, “ni, $I}pkR
in
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[ Fr("ni)
, 'Pk($R, pkR)
]
--[ 0UT_I_1(m1)
1->
[ Out( m1 )
, St_I_1($I, $R, “ni)
]

rule R_1:
let mil
m2

[ 'Ltk($R, 1tkR)
, In( ml1 )

, 'Pk(I, pkI)

, Fr("nr)

--[ IN_R_1_ni( ni, m1 )
, OUT_R_1( m2 )

, Running(I, $R, <’init’,ni, nr>)

1->

[ Out( m2 )

, St_R_1($R, I, ni, “nr)
]

rule I_2:
let m2
m3

aenc{’3’, nr}pkR
in

[ St_I_1(I, R, ni)

, 'Ltk(I, 1tkI)

, In( m2 )

, 'Pk(R, pkR)

]
--[ IN_I_2_nr( nr, m2)

, Commit (I, R, <’init’,ni,nr>)

explicitely to

, Running (R, I, <’resp’,ni,nr>)

be

1->

[ Out( m3 )

, Secret(I,R,nr)
, Secret(I,R,ni)
]

rule R_2:

aenc{’1’, ni, I}pk(1ltkR)
aenc{’2’, ni, “nr}pkI

aenc{’2’, ni, nr}pk(ltkI)

//
//

//

B CASE STUDY

need to log identities
specify that they must not

compromised in the
property.
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[ St_R_1(R, I, ni, nr)
, 'Ltk(R, 1tkR)
, In( aenc{’3’, nr}tpk(ltkR) )
]
--[ Commit (R, I, <’resp’,ni,nr>)
1->
[ Secret(R,I,nr)
, Secret(R,I,ni)
]

/* TODO: Also model session-key reveals and adapt security
properties. */

rule Secrecy_claim:
[ Secret(A, B, m) ] --[ Secret(A, B, m) 1-> []

/* Note that we are using an untyped protocol model. For proofs,
we therefore

require a protocol specific type invariant for proof construction.
In

principle, such an invariant is not required for attack search,
but does help

a lot.

See ’NSLPK3.spthy’ for a detailed explanation of the construction
of this

invariant.
*/
lemma types [sources]:

" (All ni ml #i.

IN.R_1_ni( ni, m1) @ i

==>
( (Ex #j. KU(ni) @ j & j < 1)
| (Ex #j. 0OUT_I_1( ml ) @ j)
)

)
& (All nr m2 #i.

IN_.I_2_nr( nr, m2) @ i

=>
(Ex #j. KU(nr) @ j & j < i)
(Ex #j. OUT_R_1( m2 ) @ j)

// Nonce secrecy from the perspective of both the initiator and
the responder.
lemma nonce_secrecy:
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" /¥ It cannot be that */

not (
Ex A B s #i.
/* somebody claims to have setup a shared secret, */
Secret (A, B, s) @ i
/* but the adversary knows it x*/
& (Ex #j. K(s) @ j)
/* without having performed a long-term key reveal. x*/
& not (Ex #r. RevLtk(A) Q@ r)
& not (Ex #r. RevLtk(B) @ r)
)Il

// Injective agreement from the perspective of both the initiator
and the responder.
lemma injective_agree:
" /* Whenever somebody commits to running a session, thenx/
A1l actor peer params #i.
Commit (actor, peer, params) @ i
==>
/* there is somebody running a session with the same
parameters */
(Ex #j. Running(actor, peer, params) @ j & j < i
/* and there is no other commit on the same parameters
*/
& not(Ex actor2 peer2 #i2.
Commit (actor2, peer2, params) @ i2 & not (#i =
#i2)

)
/* or the adversary perform a long-term key reveal on
actor or peer */
| (Ex #r. RevLtk(actor) @ r)
| (Ex #r. RevLtk(peer) @ r)

// Consistency check: ensure that secrets can be shared between
honest agents.
lemma session_key_setup_possible:
exists-trace
" /* It is possible that */
Ex A B s #i.
/* somebody claims to have setup a shared secret, */
Secret (A, B, s) @ i
/* without the adversary having performed a long-term key
reveal. */
& not (Ex #r. RevLtk(A) @ r)
& not (Ex #r. RevLtk(B) @ r)
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[ Fi(-1kA4) |
I DL RagEK
[k smr, ~aa) [ ew(shr,Pra) | oui(PKe) |

1L SR, ~1kA4) ]

#vr.14 : Reveal_Iti{RevLtk( $R.1)]

5  coercelIKU( ~1kA4)] #7:11[OUT_|1( AES)]

-- SUII( $A, A1, =ni)

o we) [ s ey omrar |

Fr(-1KA3)
#vr2 ; Register_pk

Toton ) [ i) [ ourr) |

ILK( SR, 1kA2) | In(AE2) | PK(SAPKT) | Fr(~nr)
AE2),

A1 i i
QUrR A

Runing( $A, SR, <in, -0, -nr> ]

OW(AE!) | SURLI(SR.SA -ni-nr)

k.7 : coercel[KU( AE1 )]
<

[ Fr( kAT ) |
#8  Rogistor_pk
A1) | PSR, PK3) | Out(PK3) |

—

#v110 : Rovoal Ik[RovLtk( $R.1 )]

SULI(SA, SR, -ni) | IL(SA -1KA3) | In(AE1) | IPk($R.1, PK3)
i |21 2 e v AET)
“Commi( $A, $R.1, <init,
Running( $R.1. 84, <osp

Ou(AES) | Secrl($A A1 -nr) | Secrel($A SR.1, -ni)

k2. coeroelIKU( ~IkA.1 )]

[ F(-1kA) ]
| w3 ; Regster_pk
[k sm, <) [ PR, pki-tin)) | out(pki-tiny) |

k.6 : coercelIKU( p(~1kA) )]

\
vkt coercel[KU( ~nr )]

~ A -

[Cstr_icsmsa =ni.=nr) | wwcsm ) [ ncaes) |
#: R_2[Commil( $R, $A, <'resp’, ~ni, ~nr> )]
[ seomsmsa-n) | soomsmosa ) |

AES = aenc(<3, =nr>, pk(-HiA))
PK1 = pR(-MKA3)

AET = aenc(<2, i, ~nr>, PK1)
PK2 = ph(-1kA2)

AE2 = aenc(<1', =ni, $A>, PK2)
PK3 = ph(-MIkA.1)

AE4 = aenc(<3, ~nr>, PK3)
PKA = pR(-1IKA4)

AES = aenc(<1" =ni, $A>, PK4)

Figure 25: Second Needham-Schroeder property violation found by Tamarin
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Fr( ~ItkA.2)
#vr.4 : Register_pk
ILtk( $R, ~ItkA.2 ) | 1PK( $R, PK1 ) | Out( PK1)

~—

Fe(~ni) | IPK(SR, PK1)
#ve.d :1_1[OUT_I_1( AE2)]
Out( AE2) | SLI1(SL$R, ~ni)

#vk.1 : coerce[IKU( AE2)]

1

Fr( ~ItkA )
#vr.2 : Register_pk
ILtk( $, ~ItkA ) IPk( $I, pk(~ItkA) ) Out( pk(~ItkA) )

LI SR, ~1kA2) | In(AE2) | IPK( I, pki~Hia)) | Fr(=nr)
#vr.5 :R_1[IN_R_1_ni( ~ni, AE2 ),

QUT R T(AE1),
Running{ $I, $R, <init, ~ni, ~nr>)]
Out( AET) [ St_R_1( $R, I, ~ni, ~nr)

#vk : coerce[IKU( AE1 )]

- Fr( ~tkA.1)

Lik( R, ~1kA1) | IPK(SR, PK2) | Out(PK2)

<%

St_I_1( $I, $R, ~ni) | ILtk( $I, ~ItkA ) | In( AE1) | IPK( $R, PK2 )
#vr tI_2[IN_I_2_nr( ~nr, AE1),

Commit( §1, $R, <'init, ~ni, ~nr>),

Running( $R, $I, <resp', ~ni, ~nr> )]
Out( aenc(<3' ~nr>, PK2) ) | Secrel( sI, SR, ~nr) | Secre(sl, $R, ~ni)

[ Secret( $I, R, ~nr ) |
| #i: Secrecy_ciaimisecret( 31, $R, ~nr)] |

AE1 = aenc(<2' ~ni, ~nr>, pk(~HtkA))
PK1 = pk(~ItkA.2)

AE2 = aenc(<"1", ~ni, $I>, PK1)

PK2 = pk(~ltkA.1)

Figure 26: Third Needham-Schroeder property violation found by Tamarin

Listing 50: Needham-Schroeder with Lowe’s fix in Tamarin

theory NSPK3Fixed
begin

builtins: asymmetric-encryption

/ *

© X NPT LN

Protocol: The classic three message version of the
flawed Needham-Schroeder Public Key Protocol
Modeler: Simon Meier
10: Date: September 2012
11:
12: Source: Gavin Lowe. Breaking and fixing the

Needham-Schroeder
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public-key protocol using FDR. In Tiziana Margaria
and

Bernhard Steffen, editors, TACAS, volume 1055 of
Lecture Notes

in Computer Science, pages 147-166. Springer,
1996.

Status: working

Note that we are using explicit global constants for discerning
the
different encryption instead of the implicit sources.

*/

// Public key infrastructure
rule Register_pk:
[ Fr(T1tka) 1
-->
[ 'Ltk($A, ~1tkA), 'Pk($A, pk(~1tkA)), Out(pk(~1tkA)) ]

rule Reveal_1ltk:
[ 'Ltk(A, 1tkA) ] --[ RevLtk(A) 1-> [ Out(ltkA) 1

/* We formalize the following protocol

protocol NSPK3 {
1. I ->R: {’1’,ni,I}pk(R)
2. I <- R: {’2?,ni,nr,R}pk(I)
3. I ->R: {’3?,nr}pk(R)

}
x/
rule I_1:
let m1 = aencq{’1’, “ni, $I}pkR
in
[ Fr("ni)
, 'Pk($R, pkR)
]
--[ 0UT_I_1(m1)
1->
[ Out( m1l )
, St_I_1($I, $R, “ni)
]
rule R_1:
let ml = aencq{’1’, ni, I}pk(1ltkR)

m2

aenc{’2’, ni, “nr, $R}pkI
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58: in

59: [ 'Ltk($R, 1tkR)

60: , In( m1 )

61: , 'Pk(I, pkI)

62: , Fr("nr)

63: ]

64: --[ IN_.R_1_ni( ni, m1 )

65: , OUT_R_1( m2 )

66: , Running (I, $R, <’init’,ni, nr>)

67: 1->

68: [ Out( m2 )

69: , St_R_1($R, I, ni, “nr)

70: ]

71:

72: rule I_2:

73: let m2 = aencq{’2’, ni, nr, R}pk(1ltkI)

74: m3 = aenc{’3’, nr}pkR

75: in

76: [ St_I_1(I, R, ni)

77 , 'Ltk (I, 1tkI)

78: , In( m2 )

79: , 'Pk(R, pkR)

80: ]

81: --[ IN_I_2_nr( nr, m2)

82: , Commit (I, R, <’init’,ni,nr>) // need to log identities
explicitely to

83: , Running(R, I, <’resp’,ni,nr>) // specify that they must not
be

84: // compromised in the

property.

85: 1->

86: [ Out( m3 )

87: , Secret(I,R,nr)

88: , Secret(I,R,ni)

89: ]

90:

91: rule R_2:

92: [ St_ R_1(R, I, ni, nr)

93: , 'Ltk (R, 1tkR)

94: , In( aenc{’3’, nr}tpk(ltkR) )

95: ]

96: --[ Commit (R, I, <’resp’,ni,nr>)

97: 1->

98: [ Secret(R,I,nr)

99: , Secret(R,I,ni)

100: ]

101:

102: /* TODO: Also model session-key reveals and adapt security
properties. x/
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rule Secrecy_claim:
[ Secret(A, B, m) ] --[ Secret(A, B, m) ]1-> []

/* Note that we are using an untyped protocol model. For proofs,
we therefore

require a protocol specific type invariant for proof construction.
In

principle, such an invariant is not required for attack search,
but does help

a lot.

See ’NSLPK3.spthy’ for a detailed explanation of the construction
of this

invariant.
*/
lemma types [sources]:

" (A1l ni ml #i.

IN.R_1_ni( ni, ml1) @ i

=>

(Ex #j. KU(ni) @ j & j < i)

(Ex #j. 0UT_I_1( ml1 ) @ j)

)
& (All nr m2 #i.
IN_.I_2_nr( nr, m2) @ i
=>
(Ex #j. KU(nr) @ j & j < i)
(

(
| (Ex #j. OUT_R_1( m2 ) @ j)
)

// Nonce secrecy from the perspective of both the initiator and
the responder.
lemma nonce_secrecy:
" /* It cannot be that */
not (
Ex A B s #i.
/* somebody claims to have setup a shared secret, */
Secret (A, B, s) @ i
/* but the adversary knows it */
& (Ex #j. K(s) @ j)
/* without having performed a long-term key reveal. x*/
& not (Ex #r. RevLtk(A) @ r)
& not (Ex #r. RevLtk(B) @ r)
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// Injective agreement from the perspective of both the initiator
and the responder.
lemma injective_agree:
" /* Whenever somebody commits to running a session, thenx/
A1l actor peer params #i.
Commit (actor, peer, params) @ i
==>
/* there is somebody running a session with the same
parameters */
(Ex #j. Running(actor, peer, params) @ j & j < i
/* and there is no other commit on the same parameters
*/
& not (Ex actor2 peer2 #i2.
Commit (actor2, peer2, params) @ i2 & not (#i =
#12)

)
/* or the adversary perform a long-term key reveal on
actor or peer */
| (Ex #r. RevLtk(actor) @ r)
| (Ex #r. RevLtk(peer) @ r)

// Consistency check: ensure that secrets can be shared between
honest agents.
lemma session_key_setup_possible:
exists-trace
" /* It is possible that */
Ex A B s #i.
/* somebody claims to have setup a shared secret, */
Secret (A, B, s) @ i
/* without the adversary having performed a long-term key
reveal. x/
& not (Ex #r. RevLtk(A) @ r)
& not (Ex #r. RevLtk(B) @ r)

end

B.5 AVISPA

Listing 51: Needham-Schroeder in AVISPA

role alice (A, B: agent,
Ka, Kb: public_key,
SND, RCV: channel (dy))
played_by A def=
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110
local State nat ,
Na, Nb: text
init State := 0
transition
0. State = 0 /\ RCV(start) =|[>
State’:= 2 /\ Na’ := new() /\ SND({Na’.A}_Kb)
/\ secret(Na’,na,{A,B})
2. State = 2 /\ RCV({Na.Nb’}_Ka) =I|>
State’:= 4 /\ SND({Nb’}_Kb)

B CASE STUDY

% Alice checks that the received Na corresponds

to the nonce she sent earlier
/\ request(A,B,alice_bob_na,Na)

% Alice sends Nb to prove her identity

/\ witness(A,B,bob_alice_nb,Nb’)

end role

D h It h T T totototehhhohototototo oo loTotototo o hohoTo To To 1o oo ho To To 1o 9o 1o o o Jo Jo To 9o 1o 4o o o To 1o 9o 4o o o o To 1o 96 4o o o o o o o

role bob(A, B: agent,
Ka, Kb: public_key,
SND, RCV: channel (dy))
played_by B def=

local State nat ,
Na, Nb: text
init State := 1
transition
1. State = 1 /\ RCV({Na’.A}_Kb) =|>
State’:= 3 /\ Nb’ := new() /\ SND({Na’.Nb’}_Ka)
/\ secret(Nb’,nb,{A,B})
% Bob sends Na to prove his identity
/\ witness(B,A,alice_bob_na,Na’)
3. State = 3 /\ RCV({Nb}_Kb) =|>
% Bob checks that the received Nb corresponds
to the nonce he sent earlier
State’:= 5 /\ request(B,A,bob_alice_nb,Nb)
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end role
Tt oIt Toto o TotoToTo o TotofoTo 0o To to o To 0o o 1o 0o To 0o o To 0o To 1o o To 1o o 1o o To 0o o To 0o To 06 o To 0o o 16 o To 0o o T 0o o 96 o To 9o o 96 o o 9o o %o o o
role session(A, B: agent, Ka, Kb: public_key) def=

local SA, RA, SB, RB: channel (dy)

composition

alice(A,B,Ka,Kb,SA,RA)
/\ bob (A,B,Ka,Kb,SB,RB)

end role
Tt T T b T T o T T I Tt To 0o T 0o T 0o T 0o T o T o To o T o T S T o T o T o 0o o 0o o 0o o 0o o o o o T o T o T o T o T o 9o o 0o o 0o o 0o o 0o o s e

role environment () def=

const a, b : agent,
ka, kb, ki : public_key,
na, nb,
alice_bob_na,
bob_alice_nb : protocol_id

intruder_knowledge = {a, b, ka, kb, ki, inv(ki)}
composition

session(a,b,ka,kb)

% /\ session(a,b,ka,kb)
% /\ session(b,a,kb,ka)
% /\ session(i,b,ki,kb)

/\ session(a,i,ka,ki)

end role
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goal

secrecy_of na, nb

authentication_on alice_bob_na

authentication_on bob_alice_nb

end goal

DRIt T Tt to oo Do To to to o ho o o To To 9o 0o T o To To T to o o o o To 9o 0o o o o o T T o 0o o T T 9o 0o o o o T 9o 8o o o o o o o s
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102:
103: environment ()

Listing 52: Needham-Schroeder with Lowe’s fix in AVISPA

1: role alice (A, B: agent,

2: Ka, Kb: public_key,

3: SND, RCV: channel (dy))

4: played_by A def=

5:

6: local State : nat,

7: Na, Nb: text

8:

9: init State := 0

10:

11: transition

12:

13: 0. State = 0 /\ RCV(start) =|>

14: State’:= 2 /\ Na’ := new() /\ SND({Na’.A}_Kb)

15: /\ secret(Na’,na,{A,B})

16:

17:

18: 2. State = 2 /\ RCV({Na.Nb’.B}_Ka) =|>

19: State’:= 4 /\ SND({Nb’}_Kb)

20:

21: % Alice checks that the received Na corresponds
to the nonce she sent earlier

22: /\ request(A,B,alice_bob_na,Na)

23:

24: % Alice sends Nb to prove her identity

25: /\ witness(A,B,bob_alice_nb,Nb’)

26:

27: end role

28:

29: Kb Tt Tt ot e Tt T T e To oo To o To I e To o o T T o o o o o T o T o o o T o o o o o o T o o o T o o o o o o o o e o s e
30:
31: role bob(A, B: agent,

32: Ka, Kb: public_key,

33: SND, RCV: channel (dy))
34: played_by B def=

35:

36: local State : nat,

37: Na, Nb: text

38:

39: init State := 1

40:

41: transition

42:

43: 1. State = 1 /\ RCV({Na’.A}_Kb) =|>

44: State’:= 3 /\ Nb’ := new() /\ SND({Na’.Nb’.B}_Ka)



45:
46:
47:
48:
49:
50:

51:
52:
53:
54:
55:
56:
57:
58:
59:
60:
61:
62:
63:
64:
65:
66:
67:
68:
69:
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71:
72:
73:
74:
75:
76:
77
78:
79:
80:
81:
82:
83:
84:
85:
86:
87:
88:
89:
90:
91:
92:
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/\ secret(Nb’,nb,{A,B})
% Bob sends Na to prove his identity
/\ witness(B,A,alice_bob_na,Na’)

3. State 3 /\ RCV({Nb}_Kb) =|>

% Bob checks that the received Nb corresponds
to the nonce he sent earlier
State’:= 5 /\ request(B,A,bob_alice_nb,Nb)
end role
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role session(A, B: agent, Ka, Kb: public_key) def=
local SA, RA, SB, RB: channel (dy)

composition

alice(A,B,Ka,Kb,SA,RA)
/\ bob (A,B,Ka,Kb,SB,RB)

end role
Tt Tl o oot To o to To o T T o T T S T T o T o o T ot T Tt To T T Do o T Do o 0o Vo o 0o To o 0o To o 0o To o 06 T o 0o o o 06 o o 96 T o 9o o o 9o o o % e

role environment () def=

const a, b : agent,
ka, kb, ki : public_key,
na, nb,

alice_bob_na,
bob_alice_nb : protocol_id

intruder_knowledge = {a, b, ka, kb, ki, inv(ki)}
composition

session(a,b,ka,kb)

% /\ session(a,b,ka,kb)
% /\ session(b,a,kb,ka)
% /\ session(i,b,ki,kb)

/\ session(a,i,ka,ki)

end role

Tttt lolololo ot tototoloTolo oottt totoToToTo oottt totoToToToTo oot %o ToToTo To To To o % %o %o %o To To To To Jo % %o %o %o To To To To o o
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goal
secrecy_of na, nb
authentication_on alice_bob_na
authentication_on bob_alice_nb
end goal
Tt Tl s oot To ot To o T o o T T o T T o T T S T Tt Do To to Vo To to To o to To o 0o To o 0o To Yo 0o To o 0o To o 06 T o 0o o Yo 0o o o 06 o o 9o o %o %o o o . e

environment ()
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